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Introduction

Homeland Security Presidential Directive 8 (HSPD-8): *“National Preparedness” issued
December 17, 2003, tasked the Secretary of Homeland Security, in coordination with the heads
of other appropriate Federal departments and agencies and in consultation with State and local
governments, to strengthen the preparedness of the United States to prevent and respond to
threatened or actual domestic terrorist attacks, major disasters and other emergencies. It requires:
1) a national domestic preparedness goal; 2) mechanisms for improved delivery of Federal
preparedness assistance to State and local governments; and 3) actions to strengthen
preparedness capabilities of Federal, State, and local entities.

The Interim National Preparedness Goal was released on March 31, 2005. The vision for the
goal is:

To engage Federal, State, local, and tribal entities, their private and non-
governmental partners, and the general public to achieve and sustain risk-based
target levels of capability to prevent, protect against, respond to, and recover from
major events in order to minimize the impact on lives, property, and the economy.

To support the achievement of the national preparedness goal, the Department of Homeland
Security’s Office of State and Local Government Coordination and Preparedness (DHS/SLGCP)
has established a Universal Task List (UTL) of tasks required to prevent, protect against, respond
to, and recover from major events. The UTL serves as the basis for defining target capabilities
required by the goal.

This document presents version 2.1 of the UTL. It has been developed in close consultation with
Federal, State, local, and tribal entities and National associations, and is one tool developed to
help the homeland security community implement the capabilities-based planning process
established under HSPD-8. The UTL is a “living” document that will continue to be refined and
expanded as it is put into practice. Additional guidance on use of the UTL is provided in the
Interim National Preparedness Goal and the National Preparedness Guidance.

Capabilities-Based Planning

National preparedness requires a national effort among Federal, State, local, and tribal
jurisdictions and the private sector to strengthen capabilities to prevent, protect against, respond
to, and recover from domestic terrorist attacks, major disasters, and other emergencies.
Capabilities-based planning is planning, under uncertainty, to provide capabilities suitable for a
wide range of modern-day challenges while working within an economic framework that
necessitates prioritization and choice. The key capabilities-based planning tools are summarized
below.

National Planning Scenarios

The National Planning Scenarios, developed under the leadership of the Homeland Security
Council (HSC), define the diverse range of events for which the nation must prepare. The 15
scenarios address a range of probable threats from terrorist attacks, natural disasters, and other
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emergencies. Although they do not address every potential threat or hazard, they provide a
strategic framework about the range and scope of events for which the Nation must prepare.
Jurisdictions and agencies that develop the capabilities needed to prevent, protect against,
respond to, and recover from the planning scenarios will also be developing the skills and
flexibility to respond to any emergency.

Universal Task List

The Universal Task List (UTL) defines what tasks need to be performed by Federal, State, local,
and tribal jurisdictions and the private sector to prevent, protect against, respond to, and recover
from events defined in the National Planning Scenarios. Version 2.1 identifies approximately
1,600 unique tasks.

Target Capabilities List

The UTL is the basis for defining the capabilities found in the Target Capabilities List (TCL) that
are needed to perform the full range of tasks required to prevent, protect against, respond to, and
recover from incidents of national significance. The fully developed UTL and TCL will provide
officials at all levels with a framework for assessing their overall level of preparedness, while
targeting resources to address their greatest needs.

The TCL has been developed following an analysis of critical tasks in the UTL. Critical tasks
are defined as those that must be performed during a major event to prevent occurrence, reduce
loss of life or serious injuries, mitigate significant property damage, or are essential to the
success of a homeland security mission. Approximately 300 tasks found in version 2.1 of the
UTL have been identified as critical. Version 1.1 of TCL identifies 36 target capabilities.

Purpose

The purpose of the UTL is to list “what” tasks need to be performed, while reserving the
flexibility to determine “who” should perform them and “how.” No single jurisdiction or
agency is expected to perform every task. Rather, individual jurisdictions will need to assess
and select the tasks based on their own specific roles, missions, and functions.

The UTL provides a common language and reference for homeland security professionals at all
levels of government and the private sector and is consistent with the National Response Plan
(NRP) and the National Incident Management System (NIMS). Tasks in the UTL have been
written from a variety of perspectives, for a variety of different purposes. Duplicate tasks found
in previous UTL versions have been removed or refined for version 2.1.

When fully developed, the UTL will contain common language on conditions (physical,
environmental, political) that may affect task performance as well as measures to assess
performance.



UTL Taxonomy

The UTL taxonomy organizes tasks according to the four homeland security missions: Prevent,
Protect, Respond, Recover. Tasks that cut across the mission areas, such as planning and
communication are presented as Common Tasks. Following the mission level, the next level of
grouping is by objective, which describes how the missions will be achieved. Following the
objective level is the function level which describes the types of activities that will be
implemented to support the objectives and missions. The function level is where the 1,600 tasks
and subtasks have been mapped.

The 2.1 taxonomy is an improvement over previous UTL versions as it allows the end-user to
quickly find the relevant tasks for their own homeland security roles and responsibilities, which
are always tied to the mission. Tasks have been organized under broad “parent” tasks, followed
by “child” tasks or subtasks.

The mission areas, objectives and function are generally derived from strategic national
homeland security documents (e.g., the Homeland Security Presidential Directives, National
Security Presidential Directives, The National Strategy for Homeland Security, The Department
of Homeland Security Strategic Plan, the National Response Plan (NRP), and the National
Incident Management System (NIMS) including both their titles and definitions. The tasks were
developed with extensive input from stakeholders at all levels.

Figure 1: UTL All-Hazards Taxonomy of National Preparedness Tasks
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Using the UTL

The UTL identifies the tasks that must be performed by someone, under various circumstances
the four homeland security mission areas. The UTL provides a common language and reference
system for users from jurisdictions across the country, from multiple disciplines, different levels
of government, and the private sector. It provides a foundation for developing training and
exercise programs that enhance preparedness by building and assessing the capacity to perform
critical homeland security tasks. The mission to task analysis approach provides a means to
define training and exercise systems that support task performance and mission success. This
approach also supports doctrine development, personnel identification, logistics support analysis,
interagency/inter-jurisdictional coordination, and organizational development. The UTL can be
used in the following ways to enhance preparedness:

Requirements Definition: Translate strategy to missions, operations, and tasks

This process answers the question, “what must my agency/jurisdiction/state be able to do?” The
purpose is to define mission requirements in terms of tasks that must be performed and the
responsible organizations at all levels that play a role in performing those tasks. Large-scale
incidents, such as those defined by the National Planning Scenarios, will require a multi-agency,
multi-jurisdictional, and inter-governmental response. Therefore, no agency or jurisdiction is
expected to perform all of the tasks identified in the UTL. Many tasks will be performed
initially and throughout an incident by local agencies with support from Federal and State
agencies and/or the private sector as the incident progresses. Homeland security planners should
identify the tasks essential to their assigned or anticipated role in support of the prevent, protect,
respond, and recover missions.

Planning: Develop training plans and exercise schedules

This step asks the questions, “what training is needed to enable my agency, jurisdiction, or State
to perform the essential tasks?” “who must be trained?” and “what are my priorities?” The
answers to these questions provide the basis for building a training plan, which leads to training
and exercise schedules. Training is designed to provide the participants with the knowledge,
skills, and abilities to perform the homeland security tasks defined by the UTL and essential to
the mission. Exercises are designed to test the performance of those tasks required to achieve the
jurisdiction's/agency’'s mission outcomes. Evaluation/analysis identifies issues that need to be
addressed and provides input to guide development of the next training cycle.

Evaluation: Assess mission capabilities

By defining the tasks that need to be performed to effectively prevent, protect against, respond
to, and recover from major events, the UTL provides a valuable tool for assessing and enhancing
preparedness. It has been used to define the target capabilities that jurisdictions/agencies should
develop, while also providing the basis for self assessment of preparedness. The UTL, with
associated metrics, are used to evaluate performance during exercises and real world events.



Share Lessons Learned and Best Practices

After-action reports (AARs) and exercise experience can be indexed to the task list. This
information can provide a body of knowledge useful for identifying the most effective practices
and procedures.

Stakeholder Involvement

The development of the UTL has been an unprecedented effort on the part of DHS/SLGCP to
solicit input from all levels of government and the private sector, across many disciplines. In
developing the UTL, DHS/SLGCP initiated and utilized stakeholder involvement through three
primary avenues: 1) small working groups made up of Federal, State, local, and tribal
representatives; 2) national stakeholder workshops; and 3) broad national reviews. Additionally,
the UTL was broadly distributed through the ODP Secure Portal and Lessons Learned
Information Sharing (LLIS.gov) multiple times to solicit input and feedback.

Future Development

UTL Refinement and Maintenance

The UTL is a “living” document. The document will continue to be strengthened and modified
based on stakeholder input and feedback. The next version of the UTL will be released on
October 1, 2005.

Conditions

Conditions are variables of the environment that affect the performance of a task. Some
conditions describe the environment in which a response occurs (e.g., weather or austere
conditions). Others describe the scope of the response (e.g,, the number of casualties or describe
the type of agent). When linked to specific tasks, conditions help frame the differences or
similarities between assigned missions. The conditions are generally defined by the National
Planning Scenarios and will be reviewed by stakeholders and other subject matter experts.

Measures and Criteria of Performance

Measures of performance will be developed to describe how well a task must be performed (the
performance standard) under a specific set of conditions. Attention will first be placed on
determining the performance measures for critical tasks that have been identified for the Target
Capabilities List (TCL). Measures and criteria, when linked to conditions, provide the basis for
evaluating the capability of jurisdictions to achieve the desired outcome. Performance measures
will be developed by stakeholders consistent with existing standards, guidelines, and community
best practices.



UTL Database

A web-based database that hosts both the UTL and TCL is currently being developed. Once
complete, end-users will be able to search for tasks according to scenario, discipline, ESF
function, etc. Over time, the database will be linked to training, exercises, and lessons learned.

Conclusion

National preparedness is a shared mission between all levels of government. Once fully
implemented, the capabilities-based planning process will enable all jurisdictions to strengthen
their capacity to prevent, protect against, respond to, and recover from a major event.
Development of the Universal Task List (UTL) is a crucial step in the capabilities-based
planning process.

Future versions and refinement of the UTL will be based upon the continual feedback and
guidance given by Federal, State, local, and tribal jurisdictions and national associations.
DHS/SLGCP looks forward to working with its Federal, State, and local partners as the Nation
moves forward in preparing to meet the challenging homeland security threats of the 21%
century.



COMMON TASKS

Definition of Common Tasks: Common tasks are those tasks that cut across the mission
areas. They must be performed to achieve more than one or all of the missions. For example,
the common tasks include broad planning, coordination, training, and communication tasks.
However, tasks related to planning or training related to a specific function will be found within
a mission and function area. For example the task “Develop plans describing how personnel,
equipment, and other governmental and nongovernmental resources will support incident
management requirements’ whereas, “Develop plans, protocols, and systems for implementation
of protective actions” is found in Implement Protective Actions under the Response Mission.

The common tasks have been grouped into the following functions:

A) Preparedness

B) Resource Management

C) Communications and Information Management
D) Supporting technology

The definitions of the functions are provided in the following pages with the identified tasks. An
asterisk next to a task indicates that it is a critical task identified in the Target Capabilities List.



Preparedness

Definition: Build, sustain and improve the operational capability to prevent, protect against,
respond to, and recover from domestic incidents. Preparedness includes:

Planning, training, and exercises.

Personnel qualification and certification standards.
Equipment acquisition and certification standards.
Publication management processes and activities.

Mutual aid agreements and Emergency Management Assistance Compacts (EMACsS).
(National Response Plan p. 71)

Tasks
Function |Sequence Task
ID #
Planning
ComA 1 Develop national plans and systems to define and support incident
management requirements
*ComA 1.1 Develop and update the National Response Plan
* ComA 1.2 Facilitate implementation of the National Response Plan
ComA 13 Develop and update the National Incident Management System
ComA 14 Facilitate implementation of the National Incident Management System
ComA 15 Develop emergency operations plan in accordance with the National
Incident Management System
ComA 16 Establish and maintain a national preparedness assessment and reporting
system
ComA 17 Develop and promulgate national preparedness security guidance and/or
best practices, policies and monitor conformance
*ComA 2 Develop plans describing how personnel, equipment, and other
governmental and nongovernmental resources will support incident
management requirements
ComA 21 Conduct hazard vulnerability analysis to identify hazards, threats,
vulnerabilities and risks
Com.A 2.2 Coordinate and integrate all response and recovery organizations in the
planning process
ComA 221 Determine the responsibilities for standardized emergency
management system planning
ComA 222 Coordinate and integrate nongovernmental organizations and the
private-sector entities into emergency management planning and
decision making processes
ComA 223 Define responsibilities of agencies and departments
ComA 23 Develop comprehensive emergency management plans
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Com.A
Com.A
Com.A
Com.A

Com.A
Com.A
Com.A

Com.A

Com.A

Com.A
Com.A

Com.A
Com.A
Com.A

Com.A
Com.A

Com.A
Com.A
Com.A
Com.A

Com.A
Com.A
Com.A
Com.A
Com.A
Com.A

Com.A
Com.A
Com.A
Com.A
Com.A

Com.A
Com.A

2.3.1 Development and maintain emergency operations plans

2.3.2 Establish readiness and response levels
2.3.3 Identify and prioritize response capabilities
2.34 Develop Standard Operating Procedures and Standard Operating
Guides in support of Emergency Operations Plans
2.3.4.1 Establish procedures for implementing emergency operations plans
2.34.2 Identify resources required
2.3.4.3 Develop lists of required personal protective equipment and the
training required to operate it
2.3.4.4 Develop procedures that translates tasking to an organization into
specific action-oriented checklists for incident management
operations
2.345 Establish plans, procedures and protocols for special needs
populations
2.35 Develop “All-Hazards” hazard specific annexes
2.35.1 Develop and maintain emergency plan annexes for hazard specific
response to include terrorism, natural, technological, and other
hazards
2.3.6 Develop supporting plans
2.3.6.1 Develop plans for military support to civil authority
2.3.6.2 Develop preparedness plans for identifying and meeting training
needs
2.4 Update and maintain plans
2.4.1 Develop procedures to maintain related emergency operations plans
3 Coordinate jurisdictional preparedness programs
3.1 Develop local preparedness planning organization
3.1.1 Develop a preparedness planning and review cycle
3.1.2 Coordinate with unions and private-sector groups concerning
employee/employer issues
3.1.3 Assess industry and community response capabilities
3.14 Apply Federal guidelines and laws
3.1.5 Prepare contracts for support of emergency support functions
3.1.6 Develop a multi jurisdictional decision matrix
3.1.7 Develop continuity of government plan
3.1.7.1 Establish and implement an order of command succession or
continuity
3.18 Develop Continuity of Operations (COOP) planning
3.18.1 Identify alternate work sites and essential tasks/functions
3.1.9 Coordinate scientific and technical expertise
Com.A Develop emergency response protocols with private-sector partners
Com.A Develop cooperative plans and means to respond across international
borders
Com.A Maintain current estimates of responder availability
Com.A Develop credential policy for access to key facilities
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Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A

Com.A

Com.A
Com.A
Com.A
Com.A
Com.A

Com.A

Com.A
Com.A

Com.A

Com.A

Com.A
Com.A

Com.A

Com.A

Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A
Com.A

Com.A

4

5.2

5.3
5.4

5.5

5.6

5.7
5.8

5.8.1

5.9

Coordinate required qualifications of responders

Establish criteria for local disaster or emergency declarations

Develop protocols for joint investigation

Coordinate required qualifications of responders
Develop organizational structure of regional and State EOC
Establish roles and responsibilities of regional and State EOC
Coordinate the maintenance and safeguarding of key records, building
plans and documents
Develop and build critical infrastructure protection requirements in
contract processes and procedures
Coordinate legal and regulatory issues
Identify resource shortfalls and means of procurement
Facilitate implementation of the national authentication security
certification system for use at all levels of jurisdictions and agencies
Develop long-term recovery plans that consider issues facing recovery
workers including worker safety and health, training, personal protective
equipment and sufficient numbers of properly trained disaster workers

Identify and define liaison staff responsibilities and responsibilities to
support incident prevention and response activities

Organize liaison structure for supporting organizations
Designate liaison representatives to incident response management
structure

Coordinate transportation resources

Ensure mass transportation representatives participate with Federal,
State and local planners
Ensure development of contingency plans for the use of transportation
assets in support functions
Develop transportation emergency plans
Develop and maintain current notification procedures to all affected
agencies
Develop intermodal agreements for the transport of food, agricultural
products, medical supplies, etc.
Facilitate implementation of transportation company/agency/authority
company security plans
Ensure development of security awareness training of all employees
Facilitate the development of a Federal grant program directed at
transportation critical assets
Develop an outreach program that educates users about the five life
cycle domains that comprise the transportation security spectrum and
related transportation security issues
Develop uniform national security awareness training for surface
transportation employees
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Com.A 6
Com.A 6.1
Com.A 6.2
Com.A 6.3
Com.A 64
Com.A 641
Com.A 64.2
Com.A 6.4.3
Com.A 6.5
Com.A 6.6
Com.A 7
ComA 7.1
Com.A 8
Training
ComA 9
ComA 9.1
Com. A 9.2
Com.A 9.21
ComA 9.21.1
ComA 9.2.1.2
Com.A 9.2.1.3
Com.A 9.2.2
Com.A 9.2.3
Com.A 9.24
Com.A 93
Com.A 9.3.1

Develop community recovery, mitigation and economic stabilization
plans, programs and procedures

Develop recovery assistance management plan

Establish and implement recovery and hazard mitigation plan

Establish reconstruction and restoration plans

Develop plans, procedures and protocols to protect the public from

communicable diseases and contamination of food
Develop plans, procedures and protocols to protect the public from
communicable diseases and contamination of water
Develop plans, procedures and protocols to protect the public from
communicable diseases and contamination of drug supplies
Develop long-term mental health plan as needed

Develop community relations program

Develop business recovery programs

Provide public health and medical services support including mental
health services

Establish procedures to maintain emergency communications between
public health services, hospitals, and blood collection agencies

Maintain available/ready external back-up response capabilities (e.g.
CBRNE-trained military units/personnel)

Develop and conduct training to improve all-hazard incident
management capability

Conduct gap analysis to identify training needs
Develop standardized training courses
Develop standardized training courses on incident command and
management, structure, coordination, processes and procedures
Facilitate the development and dissemination of national standards,
guidelines and protocols, for incident management training and
exercises
Review and approve discipline-specific requirements and courses
Provide information through training on how to access Federal
subject matter experts and necessary Federal assets
Develop standardized training courses focused on discipline-specific
and agency-specific subject-matter expertise applicable to all
jurisdictions and sectors for all incident management
Develop and conduct training courses for the incident command safety
officer emphasizing all-hazards approach to responder health and
safety
Develop training for non-responder personnel
Implement standardized training courses
Coordinate training of responders, emergency staffs, health care
providers and trainees
11



Com.A 9.3.2 Coordinate training of emergency operations center staff

Com.A 933 Coordinate training with mutual aid and volunteer organizations and
volunteers to assist with response service needs

Com.A 934 Train elected officials on incident command structure and emergency
management responsibilities

Com.A 935 Develop and conduct refresher training course in a condensed form
that emphasizes any changes or additions

ComA 94 Evaluate standardized training courses

ComA 941 Develop readiness assessments of responders and emergency staffs

Com.A 942 Evaluate training through multiple methods including drills and
exercises

ComA 943 Identify existing training courses that can be incorporated into a

master list that addresses the new critical aspects of incident
management including the interaction of skilled support workers and
traditional first responders including building officials
Com.A 95 Facilitate the definition of general training requirements and approved
training courses for all NIMS users

Com.A 10 Provide personnel qualifications and certifications

Com.A 101 Facilitate the development and leveraging of existing qualifications and
certifications and dissemination of regional or State standards,
guidelines and protocols for qualifications and certification

Com.A 10.2 Review and approve requirements submitted by functionally oriented
incident management organizations and associations regional and State
governments

Com.A 103 Facilitate the development of a regional and State data system to provide

incident managers with detailed qualification, experience, and training
information needed to credential personnel
Com.A 103.1 Develop a system that allows for the advanced registration and
credentialing of clinicians needed to augment a hospital or other
medical facility to meet patient/victim care increased surge capacity
needs
Com.A 10.3.2 Develop a system that allows for the advanced registration and
credentialing of engineering professionals that may be needed to
provide technical support to State and local building officials’

resources

Com.A 104 Develop personnel qualifications and certifications for NIMS specified
roles

Equipment

ComA 11 Provide equipment acquisition and certification standards

ComA 11.1 Facilitate the dissemination of national standards, guidelines, and
protocols for equipment certification region and statewide

ComA 112 Develop and publish national standards, guidelines and protocols for
equipment certification

ComA 113 Review and approve lists of emergency responder equipment that meet

12



ComA 114

national certification standards

Identify and integrate agencies and organizations currently involved in
certifying equipment to ensure that changes to protocols to meet new
standards can be instituted efficiently

Exercises and Lessons Learned

Com.A 12
ComA 121
Com.A 122
Com.A 13
Com.A 131
Com.A 13.1.1
Com.A 132
Com.A 133
Com.A 134
Com. A 135
Com.A 136
Mutual Aid
*ComA 14
ComA 141
Com.A 15
Com.A 16

Conduct exercises/drills of sufficient intensity to challenge
management and response operations and test acquired knowledge,
skills and abilities of individual responders
Develop and conduct exercise programs to test critical infrastructure
security plans
Participate in jurisdictional, regional, interstate and cross border
exercises

Develop lessons learned and after-action reporting system and
procedures
Develop lessons learned reports and procedures
Review incident after-action reports and update preparedness plan
Develop and review after-action reports (AAR) to identify problems and
lessons learned
Develop plan to correct problems and evaluate AAR
improvement/corrective actions
Track implementation of lessons learned and AAR
improvement/corrective actions
Collect and compile best practices from industry and government to
enhance existing security practices
Develop improvement/corrective action and mitigation plans

Promote the development of mutual aid agreements among Federal,
regional, State, tribal, and local jurisdictions
Facilitate the development of regional and inter- and intra-State mutual
aid agreements

Coordinate mutual aid agreements with public and private
organizations

Establish mutual aid plans
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Resource Management

Definition: Coordination and oversight of tools, processes, and systems that provide incident
managers with timely and appropriate resources during an incident. Historically, resource
management has been an issue at incidents, both large and small. (National Incident
Management System)) Resources are defined as personnel and major items of equipment
supplies, and facilities available for assignments to incident operations and for which status is
maintained. (National Response Plan)

Tasks
Function| Sequence Task
ID #
ComB 1 Develop resource management plans, protocols and procedures
ComB 1.1 Develop systems for resource recovery and rehabilitation,
replenishment, disposition and retrograding
ComB 1.2 Develop reimbursement programs and processes to maintain readiness of
resources
*Com.B 2 Develop plans, policies, and protocols to coordinate non-governmental
support and resources
ComB 21 Develop plans, policies, and protocols for coordination and deployment
of private industry
*Com.B 2.2 Develop plans, policies, and protocols for managing donated supplies,
services, money and equipment
*Com.B 23 Develop plans, policies, and protocols for managing volunteers
*Com.B 23.1 Coordinate use of assigned Volunteer Organizations Active in
Disasters (VOAD)
Com.B 232 Manage large numbers of unaffiliated government and
nongovernmental volunteers in disasters
Com.B 3 Establish and maintain financial management support
Com.B 3.1 Maintain financial records of management response operations
Com.B 3.2 Ensure adherence to standardized financial management controls,
guidance and organization
Com.B 3.3 Process and manage reimbursement and funding requests
Com.B 3.3.1 Develop State and local commitment documents for reimbursement of
response costs and activate support agreements for supplemental
staffing
Com.B 3.3.2 Issue secretary's request to transfer additional funds within the
department, if needed
Com.B 34 Identify liaisons and personnel responsible for financial management
response operations
Com.B 35 Maintain records of agencies engaged in financial management

response operations
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Communications and Information Management

Definition: Identify the requirements for a standardized framework for communications,
information management, and information-sharing support at all levels of incident management.

e Incident management organizations must ensure that effective, interoperable
communications processes, procedures, and systems exist across all agencies and
jurisdictions.

e Information management systems help ensure that information flows efficiently through a
commonly accepted architecture. Effective information management enhances incident
management and response by helping to ensure that decision making is better informed.

Tasks
Function| Sequence
ID # Task
Com.C 1 Develop communication plans, policies, and procedures that support
all Federal, regional, State, local and tribal governments and agencies
Com.C 1.1 Develop procedures to facilitate the exchange of information and data
among Federal, regional, State, local and tribal agencies
Com.C 1.2 Establish policies and procedures for communications and warnings
Com.C 13 Develop common communication and data standards to facilitate the
exchange of information in support of response management
Com.C 131 Develop a standard set of data elements for sharing information (e.qg.,
status and pollution) across regional, State and local agencies
Com.C 1.3.2 Facilitate the development of sampling and data collection information
exchange standards
Com.C 1.3.3 Facilitate the development of geospatial information exchange
standards
Com.C 134 Facilitate the development of wireless communication and computer

procedures and protocols to permit interoperability between
government and local public safety organizations

Com.C 14 Develop backup communications and information technology plans and
procedures
Com.C 141 Promote and facilitate development of redundant communications
networks
Com.C 1.4.2 Identify emergency communications and data requirements
Com.C 143 Identify emergency communications staff roles and responsibilities
Com.C 144 Identify available operational telecommunication assets needs for use

on and off-incident site

*Com.C 2 Coordinate and provide telecommunication and information
technology support to Federal, regional, State, local and tribal
officials and private sector

Com.C 21 Implement the national telecommunication support plan
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Com.C

Com.C

Com.C
Com.C

Com.C

Com.C

Com.C

Com.C
Com.C
Com.C
Com.C
Com.C
Com.C
Com.C
Com.C
Com.C

* Com.C
Com.C
Com.C
Com.C
Com.C

Com.C

* Com.C
* Com.C

* Com.C

Com.C

2.2

2.3

2.4
2.5

251

2.6

2.7

2.8
2.9
2.10
3

3.1
3.2
3.2.1
3.2.2

3.2.3
3.24

4.2

5.2

5.3

Implement plans and measures necessary to identify damaged critical
infrastructure assets; repair, reconstitute, and secure the
telecommunications networks; and take actions to protect these assets
from secondary damage
Coordinate placement of the latest technology that is available to
agencies participating in response
Identify priority telecommunications programs and services
Develop interoperable telecommunication and Information Technology
systems across governmental departments and agencies
Establish a secure and redundant communications system that ensures
connectivity between health care facilities and health departments,
emergency medical services, emergency management agencies, public
safety agencies, blood collection agencies, building departments,
neighboring jurisdictions and Federal health officials
Coordinate and open State communications support/channels to local
and tribal government and the private-sector to assist in awareness,
prevention, response and recovery communication activities
Coordinate with telecommunications service providers to ensure all
telecommunications service requirements are satisfied
Assist in deactivation of telecommunication resources and assets
Maintain audit and reports on all telecommunications support provided
Deactivate telecommunication resources and assets

Establish and maintain information systems across response entities
Implement information systems protection procedures
Establish and maintain interoperable information systems network
Develop and maintain geographic information systems (GIS)
Develop and maintain automated credential verification systems to
ensure proper credentialing for controlled access areas
Develop and maintain surveillance and detection systems
Develop and maintain the health alert network

Establish role of operation area satellite system (OASIS) at the EOC
Establish a national database of incident reports to support response
management efforts and analysis
Establish a national authentication and security identification
certification system for emergency responders, Federal, State, local and
tribal personnel and other nongovernmental personnel requiring access
to affected areas

Establish and maintain response communications systems
Implement response communications interoperability plans and
protocols
Coordinate communications policy and procedures across response
entities
Establish common response communications language
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Supporting Technology

Definition: Provide supporting technology and technological systems essential to implement
incident response actions. Examples include:

e Voice and data communication systems.
e Information management systems, such as recordkeeping and resource tracking.
e Data display systems.

Supporting technologies also include specialized technologies that facilitate ongoing operations
and incident management activities in situations that call for unique technology-based
capabilities.

Tasks
Function | Sequence Task
ID #

ComD 1 Develop a science and technology strategy

Com.D 1.1 Conduct knowledge exchange with industry and education institution

ComD 1.2 Establish strategic research and development policies and procedures

Com.D 13 Establish collaboration forum for incident management among national
incident management system partners

Com.D 14 Develop technology standards for government and private sector

Com.D 2 Develop science and technology concepts and principles

Com.D 21 Develop interoperability and compatibility criteria

Com.D 2.2 Identify technology support to enhance all aspects of incident

management and emergency response including data exchange of as-
built building plan, evacuation plans and other technical data

Com.D 23 Participate in development of national standards by preparedness
organization, building and fire code organizations and national
voluntary standards bodies

Com.D 24 Provide means for aggregating and prioritizing new technology from
the local to the national-level

Com.D 25 Coordinate basic, applied, developmental, and demonstration research,
testing, and evaluation activities across the incident life cycle

Com.D 25.1 Coordinate basic, applied, developmental, and demonstration research

to support technologies that harden structures including such things as
preventing progressive collapse of buildings, reduce vulnerability of
building electrical, mechanical and plumbing systems

Com.D 3 Provide science and technology support to incident management

Com.D 3.1 Gather operational scientific support from Federal, State and local
agencies and incident management preparedness organizations

Com.D 3.2 Requisition and provide operational scientific support via national
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Com.D

Com.D

Com.D
Com.D
Com.D
Com.D
Com.D
Com.D
Com.D
Com.D
Com.D

Com.D
Com.D

Com.D

Com.D

Com.D

Com.D

Com.D

Com.D

Com.D
Com.D

Com.D
Com.D

Com.D

Com.D

3.3

3.4

34.1
3.4.2
3.4.3
344
3.4.5
3.4.6

3.5
3.6

4.1
4.2

4.3

5.1
5.2

6.1

6.2
6.3

6.4
6.5

7.1

incident management system
Identify, prioritize, and execute R&D in technologies with
demonstrated promise for explosive devices, chemical, biological and
radiological agents and other terrorist devices
Validate analytical methods to detect biological, chemical, radiological
and nuclear threat agents and capabilities of technical equipment as
installed in building or outside environments
Develop analytical methods
Validate methods
Deploy detection systems
Exercise/validate deployed systems
Develop and promulgate associated consequence management
procedures
Develop, analyze and determine effectiveness of consequence
management procedures
Conduct incident management research and development
Develop and provide high tech equipment to support building officials
to locate and assess buildings following a disaster

Coordinate the establishment of technical standards for national
incident management system users
Establish a performance measurements infrastructure
Develop consensus-based performance standards among standards
development organizations
Establish working relationships among incident management
organizations

Evaluate communications and response equipment against national
incident management system technical standards
Establish private and public sector testing laboratories
Issue guidelines to ensure testing organizations are technically
proficient and objective

Conduct R&D planning for national incident management system
users
Determine operational needs of national incident management system
users
Validate, integrate, and prioritize user needs
Submit user needs in development of incident management R&D
agenda
Coordinate R&D with preparedness organizations at all levels
Integrate incident management into the national R&D agenda

Develop scientifically-based technical guidelines for use of emergency
response equipment
Gather inputs from vulnerability analysis, equipment developers and
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Com.D

Com.D

Com.D

Com.D

7.2

8.1

standards experts
Account for threat and vulnerability, and equipment and system
capabilities, under varying conditions in developing training guidelines

Enhance laboratory capabilities and capacities to enable protection

from a wide spectrum of traditional and non-traditional agents
Establish local awareness regarding a requirement to use the laboratory
response network (LRN) to confirm biological agents

Facilitate the improvement of analytical and technical capabilities in
screening, surveillance, monitoring, detection and testing
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PREVENT MISSION

Definition of Prevent: Deter all potential terrorists from attacking America, detect terrorists
before they strike, prevent them and their instruments of terror from entering our country, and
take decisive action to eliminate the threat they pose. (National Strategy for Homeland Security,

p.2)

The National Incident Management System (NIMS) defines prevention as actions to avoid an
incident or to intervene to stop an incident from occurring. Prevention involves actions taken to
protect lives and property. It involves applying intelligence and other information to a range of
activities that may include such countermeasures as deterrence operations; heightened
inspections; improved surveillance and security operations; investigations to determine the full
nature and source of the threat; public health and agricultural surveillance and testing processes;
immunizations, isolation, or quarantine; and, as appropriate, specific law enforcement operations
aimed at deterring, preempting, interdicting, or disrupting illegal activity and apprehending
potential perpetrators and bringing them to justice. (National Incident Management System,
March 2004).

There are three objectives identified for the Prevent mission:

A) Detect Threats
Identify, assess, investigate and communicate terrorist activities, intentions and
capabilities in order to preempt and prevent attacks.

“We also strive to detect terrorists before they strike, to prevent them and their
instruments of terror from entering our country, and to take decisive action to eliminate
the threat they pose.” (National Strategy for Homeland Security, p. 2)

e Example: For example, law enforcement or intelligence agencies use forensics or
MASINT or HUMINT to collect intelligence, which is analyzed using new
technologies like data mining to detect terrorists or hostile intent. Warning methods
and detection systems are used to share information among appropriate organizations
and/or the public.

B) Control Access
Conduct security functions to prevent entry to the United States and/or access to targets
and natural resources of the United States from terrorists and the instruments of terrorism.

“A single entity in the Department of Homeland Security will manage who and what
enters our homeland in order to prevent the entry of terrorists and the instruments of
terror while facilitating the legal flow of people, goods, and services on which our
economy depends.” (National Strategy for Homeland Security, p. 22)

e Example: Verify and process the entry of people, home and abroad, as allowed by
technology and international agreements in order to prevent the entrance of
contraband, unauthorized aliens, illegal drugs, other illegal activity and potential
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terrorists. Facilitate the exchange of information among such agencies relating to
immigration and visa matters and shipments of cargo.

C) Eliminate Threats
Eradicate terrorist threats using all the tools in our Nation’s arsenal to stop those who
wish to do us harm.

“When we have identified any suspected terrorist activities, we will then use all the tools
in our Nation’s legal arsenal, including investigative, criminal, civil, immigration, and
regulatory powers to stop those who wish to do us harm”

(National Strategy for Homeland Security, p. 26)

e Example: This objective includes such functions as apprehending and prosecuting

terrorists, seizing materials, defeating terrorist weapons, and disrupting their sources
of support.

The definitions of the functions under each of the three objectives are provided in the following
pages along with the identified tasks. An asterisk next to a task indicates a critical task.

Figure 2. Prevent Mission Taxonomy

Prevent
]
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Direct Intelligence Activities

Definition: Conduct strategic planning and direct intelligence activities.

Tasks
Function| Sequence Task
ID #
*Pre. Al 1 Plan and direct intelligence and surveillance activities
PreAl 1.1 Determine intelligence and surveillance issues
PreeAll 1.2 Determine and prioritize intelligence and surveillance requirements
PreeAll 1.3 Develop intelligence and surveillance policy
*Pre.Al 14 Develop policies and processes to enhance sharing of intelligence and
surveillance information within and between regions and States and with
Federal and local agencies
PreAl 15 Prepare an intelligence and surveillance collection plan
PreeAll 1.6 Allocate intelligence and surveillance resources
PreAl 1.7 Encourage Federal, State, and local and transit agency coordination with the
FBI Joint Terrorism Task Force
*Pre. Al 2 Establish all-source intelligence fusion center
Pre.Al 3 Provide intelligence training and facilities support to state and local,
international, and federal law enforcement personnel
Pre. Al 3.1 Provide training for homeland security intelligence analysts
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Manage Data Collection

Definition: Gather raw data from which information and intelligence will be generated.

“In addition, our intelligence community must identify, collect, and analyze the new observables
that will enable us to better understand emerging unconventional threats.” (National Strategy for
Homeland Security, p. 16)

e Example: Gather data and intelligence from various sources to look for: terrorist
activities; possible terrorist activities; interactions between known or suspected terrorist
groups or individuals; interactions between known or suspected terrorist groups or
individuals and other actors (such as representatives of state entities, diplomats,
scientists, researchers, academicians, clergy, business people, etc); terrorist
group/individual intentions, behaviors, training, and capabilities.

Tasks
FunctionlSequence # Task
ID
Pre.A2 1 Coordinate intelligence and surveillance gathering operations
PreeA2 1.1 Conduct intelligence gathering operations
*Pre. A2 2 Establish capability to collect Chemical, Biological, Radiological,
Nuclear, and Explosive (CBRNE) threat information
*Pre. A2 2.1 Establish intelligence gathering capabilities and trend analysis
capabilities from information sharing systems and fusion centers across
the country
*Pre.A2 2.2 Establish intelligence gathering capabilities and trend analysis
capabilities from the Terrorist Early Warning (TEW) systems across the
country
*Pre.A.2 3 Collect strategic information
Pre.A2 3.1 Collect information on strategic situations worldwide
Pre. A2 3.2 Collect terrorist related information from international, national,
regional, State, tribal and local jurisdictions and agencies
Pre.A2 3.3 Collect regional and State terrorist-related information
*Pre.A.2 3.4 Support Federal intelligence and surveillance information collection
Pre. A2 4 Promote intelligence and surveillance development at State, local and
tribal levels
PreA2 5 Collect information about threats to the nation’s food supply
Pre.A.2 5.1 Collect information about threats to agriculture
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Process Data into Intelligence

Definition: Pass gathered data and information through various systems designed to turn raw
data into intelligence.

“Receiving and analyzing law enforcement information, intelligence, and other information in
order to understand the nature and scope of the terrorist threat to the American homeland and to
detect and identify potential threats of terrorism within the United States.” (Homeland Security

Act of 2002

,p.7)

e Example: Collect large amount of raw data, distill that portion deemed relevant, and
subject to further analysis.

Tasks
Function| Sequence # Task
ID
*Pre. A3 1 Process and exploit collected strategic information
Pre.A3 1.1 Conduct technical processing and exploitation of strategic information
Pre.A3 1.2 Collate strategic information
Pre.A3 1.3 Correlate strategic information
PreA3 14 Identify POC as a national collection manager for assets
*Pre. A3 2 Evaluate intelligence and surveillance activities
Pre.A3 2.1 Establish multiple agency evaluation teams to visit and assist

intelligence and surveillance agencies at all levels
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Analyze Intelligence

Definition: Use intelligence and data to assess, characterize and anticipate terrorist threats.

“Receiving and analyzing law enforcement information, intelligence, and other information in
order to understand the nature and scope of the terrorist threat to the American homeland and to
detect and identify potential threats of terrorism within the United States.” (Homeland Security
Act of 2002, p. 7)

e Example: Analysis includes such functions as attributing threats, identifying trends, and
assessing the validity, potential target and likelihood of attacks with any methods such as
data-mining, strategic and tactical analysis, vulnerability assessments, and behavior
modeling and simulation.

Tasks
Function|Sequence # Task
ID
*Pre.Ad 1 Conduct surveillance and information collection and produce
intelligence
PreAd 1.1 Evaluate, integrate, analyze and interpret information
*Pre.Ad 1.1.1 Identify intelligence concerns and threats at all levels
PreA4d 1.1.2 Determine potential terrorist capabilities and strategic courses of
action
PreeAd 1.1.3 Determine terrorist's center of gravity
PreAd 1.1.4 Determine terrorist's capability to immobilize and halt transportation
systems
Pre.Ad 1.15 Predict transportation asset weaponization
Pre.Ad 1.1.6 Trend transportation threat data
Pre.Ad 1.1.7 Trend transportation resource data
Pre. A4 1.1.8 Establish reporting procedures to identify their threats/hazards at all
levels
Pre.Ad 1.2 Prepare intelligence and surveillance products
PreAd 1.2.1 Develop indicators and warnings
PreAd 1.2.2 Develop current intelligence planners and decision makers at all
levels
PreAd 1221 Provide guidance for planners to develop their own current
intelligence products, indications and warnings at all levels
*Pre.Ad 1.2.2.2 Develop means to share regional and State indications and warnings
PreAd 1.2.3 Develop general intelligence for Federal, State, tribal, regional and
local planners and decision makers
PreeAd 1.2.4 Develop scientific and technical intelligence for R&D and counter-
terrorism planning
Pre.Ad 1.25 Develop data warehousing system to facilitate data mining abilities
Pre.Ad 1.2.6 Develop data integration system for specific security sectors
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Pre.Ad 1.2.7 Develop system to assess readiness of transportation modes

*Pre.A4 2 Investigate the nature and source of threats
Pre. A4 3 Prioritize threats
*Pre.Ad 3.1 Conduct threat analysis and site surveys
Pre.Ad 3.2 Conduct risk assessment
Pre. A4 3.3 Conduct countermeasures assessment
Pre.Ad 3.4 Prioritize investigation based on risk assessment
*Pre.A.4 3.6 Coordinate intelligence operations, analysis and dissemination
Pre.Ad 3.7 Establish responsibility for management of intelligence and surveillance
assets
Pre.A.4 3.8 Coordinate information gathering and sharing across emergency support
functions
Pre.A.4 3.9 Use models, guides and other sources to determine potential hazard
areas
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Disseminate Threat Information

Defintion: Ensure the timely transmission and availability of information pertaining to threats
and current and potential activities of terrorists.

“New technologies for analysis, information sharing, detection of attacks, and countering
chemical, biological, radiological, and nuclear weapons will help prevent and minimize the
damage from future terrorist attacks.” (National Strategy for Homeland Security, p. xi)

o Example: Intelligence and specific warning information is communicated to Federal,
State and local government personnel, agencies and authorities, the private sector, other
entities, the public and international entities from homeland security intelligence and law
enforcement agencies through warning and advisory systems and other channels of
communication.

Tasks
Function| Sequence # Task
ID
PreeAS5 1 Develop processes and procedures for sharing security related
information with State, local and tribal government, the private-
sector and the public, as appropriate
*Pre. A5 2 Disseminate timely and accurate national strategic and threat
intelligence consistent with security clearances as appropriate
Pre. A5 2.1 Provide finished intelligence products to planners and decision makers
to all levels as appropriate
Pre. A5 2.2 Provide follow-on intelligence support to planners and decision
makers to all levels as appropriate
Pre. A5 2.3 Provide public advisories and warnings (at national-level) allow State,
tribal, regional, and local to manage own public advisories and
warnings
Pre.AS5 24 Provide intelligence to key stakeholders (i.e. via ISAC), private sector
and government
*Pre. A5 3 Disseminate indications and warnings
Pre.AS 3.1 Provide current and strategic warnings regarding threats specific to
transportation modes
Pre.A5 3.2 Analyze transportation threat intelligence data and disseminate

information through liaison with intelligence community agencies
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Inspect Materials

Definition: Screen, examine and, as appropriate, prevent the movement of potentially
hazardous materials and technologies that may be used for terrorist activities.

“It (DHS) would develop and deploy non-intrusive inspection technologies to ensure rapid and
more thorough screening of goods and conveyances.” (National Strategy for Homeland Security,

p. 22)

o Example: Identify high-risk containers, pre-screen containers before they arrive at U.S.
ports, use technology to inspect high-risk containers, develop and use smart and secure
containers and analyze and report purchases of dual-use equipment and materials to
prevent materials from entering critical assets and/or the country using non-intrusive
inspection technologies

Tasks
Function| Sequence # Tasks
ID
PreB.1 1 Facilitate the development of processes to improved security at key
points and access to critical infrastructure
Pre.B.1 1.1 Conduct background checks
Pre.B.1 1.2 Notify proper authorities of suspicious activity when required
Pre.B.1 1.3 Grant access to conveyances/facilities
PreB.1 1.4 Maintain post inspection integrity of materials
Pre.B.1 2 Facilitate the development of processes to improved cargo security
and screening capabilities
Pre.B.1 2.1 Enforce laws at Port of Entry to ensure goods entering the U.S. are
compliant with applicable trade, immigration and agricultural rules
and regulations
Pre.B.1 3 Facilitate the development of processes to improve chemical,
biological, radiological, nuclear, and explosive detection capabilities
Pre.B.1 3.1 Develop technologies for surveillance and detection for CBRNE
*Pre.B.1 4 Inspect materials for potential Chemical, Biological, Radiological,
Nuclear, and Explosive (CBRNE) weapons or precursors
Pre.B.1 4.1 Identify material requiring further inspection
*Pre.B.1 4.2 Work collectively with foreign governments through the Container
Security Initiative (CSI) to target, pre-screen, and inspect shipments in
foreign ports before departure to the U.S.
*Pre.B.1 4.3 Provide technology including radiation portal monitors and non-

intrusive inspection equipment, and automated tools with appropriate
training at and between ports of entry to ensure the identification of
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* Pre.B.1

* Pre.B.1

* Pre.B.1

* Pre.B.1

* Pre.B.1

4.4

4.5

4.6

4.7

4.8

high-risk travel and trade

Use state-of-the art non-intrusive inspection technology to screen
international cargo and conveyances for weapons of mass effect and
other contraband at Ports of Entry

Collaborate with the World Customs Organization and other
international organizations to develop and implement global standards
for cargo screening for terrorists and their weapons

Purchase and install explosives detection systems and explosives trace
detection equipment to comply with the Aviation and Transportation
Security Act's (ATSA) 100% electronic screening requirement for
checked baggage while achieving staffing efficiencies

Develop and implement additional layers for defense/detection,
including training and procedures for border control agencies, local
and regional law enforcement in CBRNE preventive measures such as
inspections, surveillance, security, counterintelligence and
infrastructure protection; including the provision of technology
(including radiation portal monitors and non-intrusive inspection
equipment) and automated tools with appropriate training

Develop security standards for international supply chains and
promote partnerships with industry and foreign government to extend
the security standards of the Customs-Trade Partnership Against
Terrorism (C-TPAT)
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Monitor Areas

Definition: Observe borders, points of entry into the country, and potential terrorist targets
within the United States to prevent the entry of potentially threatening individuals and materials.

“It will create a “border of the future” that will be a continuum framed by land, sea, and air
dimensions, where a layered management system enables greater visibility of vehicles, people,
and goods coming to and departing from our country.” (National Strategy for Homeland
Security, p. 22)

e Example: Observe using a “border of the future” to enable greater visibility of vehicles,
people, and goods coming to and departing from our country. Borders and points of
entry include land, sea, air and cyber dimensions.

Tasks
Function| Sequence # Task
ID

Pre.B.2 1 Conduct border control operations

PreB.2 1.1 Monitor border

Pre.B.2 1.2 Track movement

Pre.B.2 1.3 Report observations

Pre.B.2 2 Conduct investigative air, maritime, ground and electronic

surveillance and monitoring
Pre.B.2 2.1 Deploy detection systems
Pre.B.2 2.2 Conduct inspections of vessels and facilities to ensure compliance
with domestic and international laws and conventions

Pre.B.2 221 Patrol, conduct surveillance, detect, intercept, board, and if
necessary apprehend fishing vessels to ensure compliance with
regulations protecting the health of the biomass

Pre.B.2 3 Interdict, preempt or disrupt, and neutralize the weaponization of

transportation assets
Pre.B.2 3.1 Provide WMD awareness training to motor coach industry as a
mitigation strategy
*Pre.B.2 4 Use advance information, targeting and technology on the ground,

on the water, and in the air to prevent the entry of terrorists,
terrorist weapons, and other high risk people and goods into the
U.S. at or between the Ports of Entry
*Pre.B.2 4.1 Conduct patrols to detect, surveil, intercept and if necessary apprehend
persons involved in illegal activities, such as drug smuggling, illegal
migration and terrorist activity
*Pre.B.2 4.2 Conduct patrols to detect, surveil, intercept, board and if necessary
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seize vessels involved in illegal activities, such as drug smuggling,
illegal migration and terrorist activity

Pre.B.2 4.3 Obtain operational control of borders through the balanced
deployment of personnel, tactical infrastructure, and technology

Pre.B.2 5 Manage monitoring activities
Pre.B.2 5.1 Monitor key assets
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Screen People

Definition: Inspect, examine and verify individuals and their identities, and as appropriate
prevent individuals from entering the country and/or gaining access to potential targets within
the United States.

“...would allow security officials at points of interest such as airports and borders to examine
more closely individuals who exhibit such characteristics and also have other indications of
potentially hostile intent in their background.” (National Strategy for Homeland Security, p. 52)

e Example: Law enforcement and security officials at points of interest such as airports
and borders closely scrutinize individuals while ensuring safe and secure borders,
welcoming lawful immigrants and visitors and informing as appropriate to apprehend.

Function|Sequence #
ID Task
*Pre.B.3 1 Use and continually improve screening technologies and practices to
detect terrorists and terrorist weapons

Pre.B.3 2 Conduct entry control operations

Pre.B.3 2.1 Coordinate development/implementation of visa policy and regulations

Pre.B.3 3 Screen individuals

Pre.B.3 3.1 Conduct background checks

Pre.B.3 3.1.1 Manage workforce with an appropriate mix of full-time and part-

time screeners

Pre.B.3 3.1.2 Design, develop, deliver, administer, and coordinate a robust

screener training program

Pre.B.3 3.2 Notify proper authorities of suspicious activity

Pre.B.3 3.3 Restrict movement of suspicious individuals

Pre.B.3 3.4 Expand and develop screening programs and technologies

Pre.B.3 3.4.1 Provide biometric and biographic screening information

Pre.B.3 3.4.1.1 Develop screening programs for high-risk groups (hazardous
material drivers, alien flight school students, etc.)

Pre.B.3 3.4.12 Create an integrated screening environment to ensure common
information is available to decision makers across the
immigration and border management enterprise

Pre.B.3 3.4.1.3 Expand the international registered traveler program to develop a
low-risk, known population

Pre.B.3 3.4.14 Use biometric identifiers to establish one identify across
immigration and border management functions

Pre.B.3 3.4.15 Expand the deployment of US VISIT

Pre.B.3 3.4.16 Manage and maintain the Student and Exchange Visitor

Information System
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Investigate and Apprehend Terrorist Suspects

Definition: Seize and detain terrorists within the United States. This involves all levels of law
enforcement authorities and may rely on international cooperation to apprehend terrorists in
foreign countries who are believed to be targeting the United States.

“The policy also calls for aggressive law enforcement efforts to apprehend, prosecute, and
punish terrorists...” (National Strategy for Combating Terrorism, p. 27)

e Example: apprehend a suspected terrorist upon receiving information from border
inspectors that the terrorist has been located/stopped trying to enter the country.

Tasks
Function| Sequence # Task
ID
PreC1l 1 Establish an infrastructure by which States and local go