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Abstract

Accurate forecasting of the temporal-geography of crime (predicting where and when crime is likely to take place) can have immense benefits, for accurate prediction if acted upon should lead to effective prevention. The prediction of criminal activity often involves retrospection and this frequently relies on the use of information appertaining to past perpetrators and/or past victims. Often, however, the most salient of this information is subject to legal and ethical restriction on its use. Thus the ethical conundrum!

While the paper draws on personal experience, it seeks to provide an objective perspective of the ethical conundrum, without encroaching on legal considerations. For while legal considerations – such as data protection legislation - are a major issue, in an ideal world, the law should encourage that which is ethical and prohibit that which is not. 

1. Modelling the Geography of Crime

The notion of predictively modelling the geography of crime in a way that facilitates crime prevention is not a new one. "The objectives of the geography of crime are to describe and map the spatial distribution of crime in greater detail and meaning than has been done before. This field of research attempts to relate the spatial patterns of crime to the environmental, social, historical, psychological (cognitive), and economic variables that may explain these patterns. It hopes to develop associational and predictive models that explain crime manifestation in regard to locale. Last but not least, it is hoped that its contribution to the analysis of the dynamics of crime manifestation will help those charged with the responsibility of crime control to assess better the effectiveness of programs they currently use" [1].

Crime and criminal activity are a human phenomena and the assumption is that their occurrence in a spatial and spatio-temporal framework are not random.  Identification of spatial patterns of crime has seen the promotion of several theories and has been the subject of many philosophical debates in an attempt to help explain their manifestation. 

Cohen and Felson [2] present their “routine activities” theory in which they argue that contact crime is a result of a convergence in time and space of three fundamental elements, namely; “motivated offenders, suitable targets and absence of capable guardians against violation.” (pg.589). Other notable theories attempting to explain patterning of crime have come from the University of Chicago [3];[4] where techniques have been developed to analyse an environment on the basis of socio-geographical factors.  A fundamental element of this process involved mapping the city using factors such as crime and their spatial occurrence across the various sectors of the city. Similar work has been carried out in Britain [5]; [6]; [7]; [8] in which ecological generalisations of the study environments were created and correlations established to types and levels of criminal activity. 

Modelling the temporal-geography of crime can aid in its prediction. This predicting can help prevent crime in that it facilitates the optimal allocation of limited resource. Prevention might be better than cure, but in the real world, very often, it has to be cheaper. The development of data mining tools for prediction can help prevent crime and keep costs down.  

2. Data Mining for Forecasting 

Data mining can be defined as a process of providing an automated extraction and presentation of patterns / knowledge from databases. Whilst Geographic Information Systems (GIS’s) can be used to identify simple trends, i.e. the relationship between unemployment and violence at a local level, other not so obvious trends may lie undiscovered in the database. Data mining and knowledge discovery techniques are a means of discovering such hidden information within databases.  To date the application of data mining techniques for the analysis crime data has been limited  [9];[10]; [11].

Brown [9] developed the Regional Crime Analysis Program (ReCAP) that demonstrates a potential framework utilising data fusion, data mining and GIS techniques for the provision of spatial, temporal and attribute methods for mining data. A logical step beyond visualisation and analysis of trends and patterns is the development of a predictive system capable of forecasting changes in as well as development of fresh crime hot spots.  Prediction in criminological research has been established for a number of decades [12];[13]; [14]; [15].  However, the use of predictive models in the geographic based research of crime is still in its infancy.

3. The Nature of Data used in Crime Forecasting 

One of the most powerful facilities of computer based modelling is the ability to cross reference and/or compare different, previously disjunct, data sets (for example, crime and non-crime related information) a point raised by Ekblom (1988).  Bowers and Hirschfield [16] underline this point stating that utilising Geographic Information Systems in the context of crime studies “enable links to be established and spatial relations to be explored between data derived from different sources (i.e. crime reports, census variables, transport information and land use) and where appropriate data are available (e.g. grid-referenced individual level crime records) analysis can be undertaken to overcome the confounding effects inherent in the use of spatially aggregated data for pre-determined geographical boundaries (e.g. police beats).” (pg.161)
The data used in crime mapping and crime analysis systems can be classified as either crime specific data (for example, type of crime, location of crime, etc.) or non-crime specific data (for example, weather at time of crime, etc.).  Data directly related to crime can be further divided into two distinct categories, official and unofficial (figure 1).  The following official shown in figure 1, represent the kind of crime data available for the United Kingdom.

Figure 1 main sources of official and unofficial crime data.
	Official
	Unofficial

	Police records


	Data generated from research on samples derived from official sources 

	Probation  / Prison Statistics
	Hospital records

	National Crime Surveys

(i.e. British Crime Survey)
	Fire Service records

	Reports published by the Home Office
	Local Authority Damage Logs

	
	Public Transport Damage / Assault Logs

	
	School damage logs

	
	Private surveillance logs (i.e. Neighborhood Watch)


An increase, over recent years, in the volume and scale of criminal statistics has been attribute to the “politization of crime and criminal justice and the demands for more openness and accountability” [17] (pg.25).  This has no doubt enhanced the ability to generate a more complete picture of criminal process and criminal activity.  As these various forms of data are conceived and become available it will provide techniques such as spatial analysis, mapping and GIS opportunities to provide further insight into the spatial trends and patterns that these statistics exhibit.

Non-crime related data (figure 2) provides valuable contextual information and the potential to add value to the data with which they are combined.  The aggregation of various data sets on the basis of similarities in social and economic parameters into enumeration districts for example “often provides a better aggregate spatial framework than using larger zones (e.g. police beats and wards)“. 

Figure 2 Shows non-crime related data typically used in crime mapping and crime analysis studies

	Types of non-crime related data

	Census of the population
	Area Statistics

	
	Interaction Statistics

	
	Digitised boundary data

	Mapping products 

(i.e. Ordnance Survey)
	Raster Mapping

	
	OSCAR data

	
	Address Point

	
	Landline

	Land use mapping
	Residential

	
	Industrial / Commercial

	
	Woodland / Parkland

	Temporal data
	Opening hours of pubs/clubs

	
	Working hours of commercial / industrial areas

	3-Dimensional models

	Aerial photography and Satellite imagery

	Location information
	Pubs

	
	Night Clubs

	
	Urban policy priority areas

	
	Police beat boundaries/other administrative boundaries

	
	CCTV locations and coverage

	
	Police stations

	
	Street lighting


Access to and acquisition of data for use in studies and research is always going to prove a major issue and a potential obstacle for any geographic enquiry, crime mapping and analysis being no exception.  Even the most basic and fundamental of crime mapping or analysis systems are dependent upon acquisition of base mapping and access to crime records.  This basic requirement has been noted by many, for example the former Chief Constable of Lancashire Constabulary stated that: “Access to information held in other areas would inevitably lead to the identification of ‘common ground,’ which can only be to the benefit of all concerned.” (Evidence to the Committee of Enquiry on the Handling of Geographic Information) [18].

Access to information and data within the police has been recognised as a key issue [19], although access to such records and statistics for research purposes will always present a fused collection of concerns, (e.g. data protection, sensitivity and public awareness).  Issues of data sharing and integration beyond that of the police are beginning to change, for example in the United Kingdom the formulation of the Crime and Disorder Audit (1998) provides a new framework that “places new obligations on local authorities, the police, police authorities, health authorities and probation committees (amongst others) to co-operate in the development and implementation of a strategy for tackling crime and disorder in their area.”

Guidance on Statutory Crime and Disorder Partnerships (Home Office)

Following this Act the United Kingdom has seen the formulation of Community Safety Partnership (Crime and Disorder Partnerships) that promote information sharing and exchange between partners, facilitated by a well-defined protocol. For the first time this will allow integration of previously disparate data sources which offers the potential to provide beneficial insight into the manifestation and patterning of crime and disorder across the Partnership areas.

4. A Legitimate Concern

The ability to link and subsequently data mine vast and disjunct data sets offers immense potential. The value of the combined data often being of far greater worth than the summed value of the separate entities. However, the worry of many is that these data sets can be combined to form an electronic alterego, both of individuals and of areas, which might be askew or misused. These worries are not confined to crime data. “By matching datasets, business can create an image of where we live, how we travel, and where to, how we spend our leisure time, who we know, and what we buy. What we buy, if data is available and is systematically collected and analysed, may reveal a wide range of further details about our lives. Analysis of purchases can reveal a diet that in turn reveals a medical condition, or a diet that reveals our religious adherence. Analysis of purchases could equally reveal our fertility status, and changes in it. If financial records are analysed, donations to political and campaigning organisations may be revealed.” [20]
“A standard response to concern about increasing surveillance by the state is that 'if you have done nothing wrong you have nothing to fear'. A little over sixty years ago the Netherlands had a stable, open regime that collected extensive data on its population to enable efficient provision of services. It seemed that if someone had done nothing wrong, they had nothing to fear. Upon invasion from Germany by the Nazi regime, that data rather than being used to enable efficient provision of services, was used to enable a more efficient program.” [20]
An alterego of an area – an electronic snap shot of its indigenous constitution (for example, population make up in terms of race, age, social background, etc.) – while obviously offering a tool to planners (such as the police), can lead to problem of negative labelling. For example, in terms of criminal activity, negatively labeling an area can quickly lead to a situation where the inward flow of positive influence (for example, investment in housing, amenities and business) is curtailed. This in turn often acts as a catalyst for the withdrawal of the already limited native positive influences - people and businesses, which have the option, move out. This leaves a vacuum to be filled by an inward flow of negative influence (for example, reduction in public transport facilities).  Thus a downward spiral phenomenon can be induced, as witnessed in many social groupings. For example, in the United Kingdom, the labeling of certain schools as ‘failing’ has often exacerbated their problems. Existing teachers move to better schools, leaving unfilled vacancies, and concerned parents send their children to better schools. The labeling can become a self-fulfilling prophecy - very quickly the label ‘failing’ can be replaced with ‘failed.’ 

The possibility that negative labeling can encourage a downward spiral is an often-quoted argument for not labeling. However, unless a problem is identified it cannot be rectified and the more accurate the identification the more focussed the intervention. To continue with the school illustration, the problem is not intrinsic to the label but the use made of it. A ‘failing’ label should ideally act as a spur for a focussed and concerted effort to ensure that the necessary influx of positive influence (whether it is new staff, new equipment or new ethos) is achieved.  The dilemma is that if the positive impact of labeling is to be maximised and the negative impact minimised then the group of people that ‘know the label’ must be selected carefully. For example, in a failing school, it would be prudent for governors and teachers to know the situation – they are key to the changes that are needed. However, informing keen parents could lead to the removal of their children and thus the positive influence of their parents. The dilemma is who should be told what? 

In terms of labelling an area as a crime hot spot, the downside is obvious: many of those that have opportunity to leave the area will do so; insurance premiums might escalate (although insurance companies already use location considerations when fixing price structures); the vulnerable become more venerable as the criminal fraternity perceive opportunity.  Nonetheless, as already argued, the measure of any labeling scheme is not simply how accurately it tags but how well it acts as a catalyst for positive intervention and constructive change. Ensuring that negative labels provide positive results can help realign the ethical prospective of those that would otherwise oppose the labeling system.

5. Ethics Committees

Whilst ethics committees are not a new phenomena, their proliferation into a wider sphere of everyday life has been precipitated by the information revolution. Information relating to individuals can now be collated, sorted, manipulated, communicated and linked in a way that was hitherto not feasible. One of the many roles of ethics committees is to ensure that the technology is not used to facilitate the use of recorded data in a way that is unethical.

While government legislation (such as data protection and human right laws) has a significant impact on the work of ethics committees, this paper does not seek to deal with any legal considerations. For while legal considerations are a major issue, in an ideal world, the law should encourage that which is ethical and prohibit that which is not. The problem is that while the law, although subject to interpretation by the courts, is essentially objective, ethics are subjective. Every individual has their own set of scruples that are often a determinant in their consideration of an ethical issue. Moreover, morality ideals change from generation to generation, from society to society, and from individual to individual. Ethics committees go someway to removing the individual’s prospective on an issue and focusing on what is ethically vogue in society. Nonetheless, the ethical conundrum remains.

While the constitution and remit of ethics committees vary enormously, generic criteria that they will almost invariably look for in a research proposal are now considered.
. 

Informed consent. Research should be based on the freely given informed consent of those under study. However, it is often recognised that is some cases it may be necessary to employ covert methods should these constitute the only means to obtain the required data. (In the case of covert data collection – which should only be used when it is the only practical means of doing so - researchers should endeavor to avoid the use of deception in their research methods. It is particularly important in such cases to safeguard the anonymity of data subjects.)    

Balance of power. The power imbalance between the researcher and the data subject should be addressed (the researcher holds information that could be used to unsettle the power equilibrium).  Care should be taken to ensure that the data subject is not unfairly disadvantage or stigmatised by the research.

Data usage. If there is a likelihood of data being shared with or divulged to others, the potential uses of the data should be discussed with the data subject and their agreement to such use should be obtained.

Protection of the vulnerable. When data subjects are vulnerable – for whatever reason – particular care should be taken in the acquisition of data.

Confidentiality and anonymity. The anonymity and privacy of data subjects should be respected and personal information should be keep secure, consideration should be given to whether it is proper or appropriate even to record certain kinds of sensitive information. Threats to the confidentiality and anonymity of research data should be anticipated by researchers and normally the identities of data subjects should be keep confidential, whether or not an explicit pledge of confidentiality has been given. It is important however that, while every care is taken to ensure the anonymity and confidentiality of subject data, researchers should take care not to give unrealistic assurances or guarantees of confidentiality. 

Avoiding harm. A primary responsibility of researchers is to avoid causing harm. This consideration should be an over-riding factor at all stages in a research project. Harmful effects may occur some time after the cessation of the research process and publication of results. The possible consequence of every stage of the project should be assessed and every step taken to ensure safety and prevent adverse effects on the data subjects and others in the community where the research occurs. Adverse effects may include invasion to privacy, physical or physiological harm, damage to self-esteem and damage to the social fabric of the data subjects community. 

Parity of treatment. Care should be taken to ensure that the values and attitudes of researchers do not result in the interests of some people being given unequal consideration. It is easy, for example, to regard the interests of people peripheral to the research activity as of no concern to the researcher. But if people may be affected by the research, however minimally, then steps should be take to protect their interests. 

6. A Case Study

The following is a proposal that has clearly stated objectives that, if realized, would have tangible benefits for those that might otherwise be the victim of crime. Nonetheless, for equally clear reasons, it failed to gain ethical approval. An example of the ethical conundrum! 

The proposal had the laudable aims of carrying out a spatial analysis of inter-personal violence. It was envisaged that the work would enable four key questions to be addressed: Where does crime take place? When does crime take place? Why does the crime take pace? What can be done to reduce the problem? 

The general thrust of the proposal is given below.

Inter-personal violence has increased markedly over recent years, and is now the most common cause of fractures of the facial skeleton in Western Europe.  Crime rates differ between different types of urban district, and these differences are best explained by the variation in use of urban sites by differing populations.  Whilst a database of violent incidents (location, cause, victim details including injuries and address) is rich in spatial information, studies to date have been limited to simple statistical analyses of these variables.  However, a much richer survey can be undertaken by linking this database with other databases, such as the Census of Population, police records, weather patterns, and accident & emergency data.  Such information can tell us a lot more about the environment in which the incidents take place; and the home environment of the victim and/or perpetrator.  Whilst geographical information systems (GIS) can be used to identify simple trends, i.e. the relationship between unemployment and violence at ward, enumeration district, or postcode level, other not so obvious trends may lie undiscovered in the database.  Data mining techniques have recently gained attention as a means of discovering such hidden information within databases.  One of the more popular approaches to data mining utilises neural networks to detect trends.

The project will entail implementing a prototype GIS which integrates the various spatial databases discussed above to analyse and map the identified trends.  The analytical engine will be supplemented with a neural network for some of the processing. 

The project received unanimous ground level support. The benefits of success were obvious and funding was quickly forthcoming. An enthusiastic research team was soon in place and all looked well. Arrangements were made for data collection to take place and the formality of submitting requests to the various ethics committees progressed. Unfortunately the formality turned out to be anything but. 

7. Conflicts Between Case Study Proposal and Ethical Approval

One of the problem for case study project is that it proposes to use different data sets – collected for reasons not related to the proposed forecasting – that fall under the auspices of different ethics committees. The question the different ethics committees are charged with answering is not “is this proposal morally right?” or “is this project of benefit to society?” but “does the use made of the data we’re charged to protect sit well with the purpose for which it was collected?” If the answer to the latter question is no, then – however laudable the proposal - options open to the committee are limited. 

Informed consent. The forecasting would be based on historical data that was collected before the proposal was conceived. Thus informed consent is not really practical and, even if it were, it is unlikely that some data subjects – particularly those with criminal intentions – would be obliging.

Balance of power. The whole purpose of the forecasting is to move the balance of power from the criminal to the police.  However, the danger is that in meeting of this creditable objective, innocent individuals and groups might be unfairly disadvantaged.

Data usage. The use of the data in forecasting has no relation to the purpose for which it was originally gathered.

Protection of the vulnerable. The whole gist of the proposal is the protection of the vulnerable. The question is, does the accurate forecasting of crime and the targeting of resources to combat it bring in its wake other problems? 

Confidentiality and anonymity. The confidentiality and anonymity issue has a number of facets to it. First, the aim of the research is to identify vulnerable areas (not individuals) so that they may be protected. The aim is not to identify criminals – they will reveal themselves when they perpetrate a crime in a well-policed area. Second, and problematically, some of the data to be used in the identification of vulnerable areas was collected for specific reasons unrelated to the proposed forecasting.

Avoiding harm. As already stated, the aim of the forecasting is to identify vulnerable areas in order to allow suitable interventions that would ameliorate the situation. One of the possible downsides to this identification – negative labeling – has been dealt with earlier. However, an unresolved issue relates to a previously raised issue that the data to be used in the identification of vulnerable areas was collected for specific reasons unrelated to the proposed forecasting.

Parity of treatment. The probity of identifying areas at risk of crime is incontestable. Identification would allow resources to be effectively deployed and, hopefully, crime prevented. Perversely, there have been many cases where the identification (labelling) has induced further difficulties for an area rather than the benefits that should have been derived. Criminals have noted the vulnerable as easy targets, insurance companies have escalated their charges, and ‘failing’ areas have become ‘failed’ areas. However, as already argued, the problem is with the labels use and not the label. 

8. Appeasement of the Conundrum

An appeasement of the conundrum has to take place on at least two fronts: the introduction of a general principle that labelling will only be used to ameliorate what is problematic in an area; the liberation of ethic committees from some of constitutionally imposed rigidity.   

FRONT 1: Principle that labelling will only be used to ameliorate what is problematic in an area.

The problem of negative labelling has already been stated. However, the potential misuse of a negative label should not be allowed to impede the development of a diagnosis tool that can offer substantial benefits to those most at risk. However, clear rules need to be agreed for the use of the label that enshrine the principle that the labelling will only be used to ameliorate what is problematic in an area.

This will require appropriate use of the individual data sets and the determining of legitimate uses for the prediction produced. This will involve, but not be limited to, a clear statement of whom will see the data (in full or aggregate form) and the legitimacy of that viewing. 

FRONT 2: The liberation of ethic committees from some of constitutionally imposed rigidity.   

A major problem with obtaining the necessary data to facilitate prediction is that different data sets are often judiciously protect by different ethics committees, each working within a different remit. In the current climate, to try and satisfy the legitimate concerns of each committee is an impossible task. Researchers see the ‘big picture’ of reduced crime while the ethic committees are charged with looking at the ‘smaller picture’ of data protection. Thus the scene is set for potential conflict. The ethics committee seeing the researcher as a potential threat to the integrity of the trust put in them by the data subject, the researcher seeing the ethics committee as an obstacle that needs to be got around.

The establishment of an accredited network of organizations with a mutually agreed ethical policy would  help the situation. If each member organisation signed a memorandum of cooperation that facilitates the sharing of data in a way that met a strict protocol the benefits could be significant. These benefits need not be confined to the network members but – if governed properly - have benefit for society as a whole, while protecting the identities of the individuals that comprise it.  

Foundation of such an accredited network is something that has been tackled, to some extent, in the United Kingdom through the formation of 376 Local Crime and Disorder Partnerships. This is a Government led initiative to tackle crime and disorder issues at the local level.  Central to its operation is data sharing through a caveat of the Data Protection Act facilitating exchange of information between members.  However, to date there have been numerous issues regarding agreement and finalisation of this protocol, although this does represent progress towards beneficial data aggregation.  Establishment of this protocol will no doubt help pave the way to improve mechanisms for data dissemination within a specific network, membership to which is via an accreditation schema approved by all parties where ethical issues are the responsibility of the group as a whole rather than an individual agency.

9. Conclusion

Crime always has a victim, and it is the moral duty of society to do its utmost to protect those that are most vulnerable. One of the means to help in meeting this objective are predictive techniques that facilitate the forecasting of the temporal-geography of crime, thus allowing the deployment of preventative measures. The most significant impediment to progress in this prediction are restrictions placed on the use of critical data because of legitimate ethical concern. Thus the ethical conundrum. The paper discusses the ethical conundrum and offers a tentative solution. 
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