What is a Geographic Information Systems (GIS) and How Does One Get Started

By Mark A. Stallo

Dallas Police Department

Introduction

Members of the Criminal Justice Community are asked to analyze vast amounts of information and to make policy decisions based on this analysis.  Often these practitioners need help in analyzing and disseminating their findings.  They have been seeking solutions to this problem and have heard that a Geographic Information System (GIS) can greatly benefit them in this process.  Practitioners are seeking more information about the uses of GIS in accomplishing their goals.  This paper will cover the basics of what a GIS entails, how to get started and what the pitfalls are in setting up a GIS.

Although intended for practitioners in the Criminal Justice System, other disciplines may find the techniques useful in their work.  Anyone interested in learning about the basic advantages of GIS will benefit from this discussion.  This will be a starting point for exploring how GIS can best serve in analyzing and disseminating vast amounts of data.

This paper gives an overview of GIS.  More importantly, it discusses the role that GIS plays in the data development process.  Issues related to getting started will be covered.  These issues range from how to determine which GIS to purchase to how the GIS will fit with the hardware and other software.  Much thought and preparation should go into the decision to purchase a GIS.  A GIS user will discover that they will get more out of their system if they fully understand the fundamental components of it.

A Geographic Information System (GIS) is a computer-based tool for mapping and analyzing things that exist and events that happen on Earth.  GIS technology integrates common database operations such as query and statistical analysis with the unique visualization and geographic analysis benefits offered by maps.  These abilities distinguish GIS from other information systems and make it valuable to a wide range of public and private enterprises for explaining events, predicting outcomes, and planning strategies.

What is a GIS

To better understand the potential benefits of a GIS one must understand the components that make up the system.  The methods used to explain these components can vary greatly; however, the concepts can be better understood if one discusses this at a beginner’s level.  The concepts discussed below include maps, boundaries, data, and their integration.  A GIS is more than just data on a map, it is a means of analyzing those data spatially.  A GIS display enables one to go beyond the traditional methods of examining tabular data by opening the users’ eyes to a new view on how one set of data may influence another.

For years analysts have examined multiple sets of data from a variety of computer printouts.  They tried very hard to determine if relationships exist between these sets of data.  Nevertheless, it is very difficult for people to use tabular data and to determine if a spatial relationship exists.  With the use of a GIS, the analyst can examine information spatially from an unlimited range of address based data.  This data can be obtained from a variety of sources.    

This process of examining data from a variety of sources employs the same process that business and other governmental functions use.  First, there should be a problem or a need, identified by a customer or person who will be taking action.  Based on that need, the data must be collected internally or from some external source (e.g. other governmental agency, university, Internet, etc.).  Once this data has been collected it is important to be able to retrieve it.  Many times data is captured on a mainframe computer or some other media where the data is not readily available to the end user.  Therefore, it is important to find a way of extracting the data that you need and getting it into a format which is compatible with the software you will be using to conduct your analysis.  Once you have collected and retrieved your data, you can conduct analysis.  Analysis can be statistical, spatial or other.  The results of the analysis should be disseminated to the individuals who will be acting on your information; however, it is imperative that you fully explain the results.  Leaving the end user to interpret the findings can have disastrous results.  Explaining the results and directing the end user is the most appropriate action.  Furthermore, once you have disseminated the findings, the user will probably provide you, the analyst, with feedback that can help improve the quality of the information one disseminates.  Following this process will greatly improve ones chances of becoming successful in problem solving.

The process outlined in exhibit 1 involves several critical steps.  These steps begin with a problem or a need followed by a distinct plan of action.  The first phase involves collecting all information that could provide any insight into explaining the problem.  All data that is collected or used from any source should be stored in such a way that the data is retrievable.  This data can then be analyzed using a variety of methods including a GIS.  The results of the analysis should then be disseminated to those individuals who can act on solving the problem.
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MAPS

Most people picture a map as a road network.  However, there can be much more to a map than just roads.  First, a distinction must be made between the concept of “raster” versus “vector” maps.  A raster image is a picture, such as the image that lies under the street network, a weather satellite photograph, a picture of a house or apartment complex, etc.  This type of map can hold a great deal of information related to the terrain.  This image helps to put concepts into perspective.  The idea that one picture is worth a thousand words is illustrated by this type of map.  On the other hand, a vector map, (See exhibit 3) is best represented by a network in which each line holds information.  For instance, the vector map has characteristics such as the type of line: a street, railroad, and waterway are examples of vectors that contain different information unique to them.  While a street holds information such as street name, address range, and speed limit, a railroad may have information such as the name of the rail line or the mile marker.  The waterway may also have unique identifiers such as the name of the stream, river, or lake.  Among the examples are custom maps of an area or of specific types of streets, such as freeways or major streets.  Furthermore, maps can be made from building designs (DXF or DGN files).  These files are usually a representation or image of the building that are created by architects.  This type of map allows one to look at buildings or parking lots with multiple levels on a floor by floor or room by room basis.  It also adds a third variable of height to the map giving a clearer perspective to the geography that is located in a specific plane.

Orthodigital Photography is created by flying over a city and taking photographs of the terrain.  These photographs are put together to create an image which works in conjunction with the road network or vector lines.  (see exhibit 2)  This coordination provides a great deal of information for better understanding the map.  Sometimes these raster images are created from satellite images.  Either way, this type of map can greatly enhance ones ability to conduct analysis.  

Orthodigital Photography
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One of the most confusing issues that new GIS users encounter is that they expect the program they just purchased to have all the files and information necessary to conduct their analyses.  Many users are very disappointed when they discover that the program does not come with the perfect map.  The GIS that one purchases is only the engine to conduct the analysis with the various “layers” that are mentioned below.   Understanding that one must purchase, create, or obtain their map, boundaries, and data can reduce a great deal of stress and improve the cost efficiency of the planning and requester process.  These components add to the purchase price of the system.

Venders offer a variety of components for sale to improve the benefits of a GIS.  For instance, the Census Bureau has created maps of the entire country.  These maps are generally divided by county or state.  These county maps are called TIGER Files and are provided free of charge at www.geographynetwork.com/data/tiger2000.  Many of the venders that sell GIS products will improve upon the quality of these TIGER maps.  Nevertheless, these enhanced maps are usually less than $500 per county.  Another option for a user is to find out how the city or county planning department has developed their map and whether it is compatible with your GIS program.  Sometimes they are able to provide them to other governmental entities free of charge.  Universities also may have high quality maps for free or at a reasonable price.  This approach also works well in obtaining various boundary and data files.  Don’t be afraid to ask others for help.    

These maps are used to give a perspective of where certain events take place.  There is also a great deal of analysis that can be conducted through these maps.  For instance, one can use the map to develop routing for going from point A to point B.  The map can also be used to find addresses and distances between points.  It is even practical that routing could change based on events such as traffic flow during rush hour or recommendations based on street closures.  One could program the street network to analyze the starting and ending points of a trip, link one event to another (such as where a car is stolen and recovered or where an arrest takes place and the home address of the offender) all based on specific circumstances.  The mapping software can even vocalize the directions and display the route that has been driven.  The functionality of the map will only be limited to the amount of programming that is conducted.

Maps can be developed to focus in on entities such as apartment complexes or large building complexes that are little more than addresses on a regular map.  One could bring these entities into perspective.  Apartments could become maps rather than individual addresses (See exhibit 4).  A map can be created to give a close approximation of what the apartment complex looks like.  Each of the apartments could hold specific information and a layout of apartment type could be attached to each apartment.  This would be information in addition to the photograph that exists in the mapping software.  By having this information available, response times could be reduced, because it would be easier to find the specific apartment in the complex.  These apartment files would look like a map, but act like a boundary.  This will be further discussed below.  The only limitation to examining this information would be storage capacity.  This kind of detail enables one to gain a much better perspective on the layout of a neighborhood.

Office buildings could be examined floor-by-floor.  Exits and common areas could be clearly marked to give a better understanding of why certain events transpire.  These events could involve crime or other instances that need analysis.  This can give a more accurate perspective on these types of locations.  This type of information can reduce confusion, for instance in a huge apartment complex where the apartment numbering system is not consistent. 
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Apartment Complex Map
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Maps are the cornerstone to a good geographic information system.  Remember that the accuracy of the map increases your ability to conduct good analysis.  Many of the other analytic components are tied to the map.

BOUNDARIES

Another component in the GIS is a boundary.  Incorporating a geographic area that includes all street segments and other markers within a specific area creates a boundary.  Overlaying lines on top of street vector lines usually creates the boundaries; however, this is not necessary in order to build boundaries.  The concept of building a barrier around a geographic area is very similar.  Information can be placed and captured within these geographic boundaries.  This concept opens up a number of possibilities for improving information analysis.  

In law enforcement traditional police boundaries exist, and many times these boundaries were developed long ago without using a standard method.  Often these boundaries were created by either splitting census tracts or by drawing lines created arbitrarily.  The smallest police-related boundaries are commonly called reporting area boundaries, districts, town codes, or something similar to this.  Reporting areas are boundaries that are joined together to create beats, which are the next largest police boundary.  The beats are joined to create sectors, and finally divisions, (also called bureaus or precincts) are created.  The largest geographical boundaries are where police facilities or services are located, (see exhibit 5 - reporting areas/divisions).  For many years police related data (e.g. calls, crimes, arrests, etc.) has been associated with these police boundaries.  However, police geographical areas are usually not compatible with community or political boundaries, making it difficult to tailor law enforcement generated data (calls for service, crimes, arrests,) to the needs of community residents.  For many years, law enforcement allocation, command and control decisions have been tied to these geographic areas making it difficult to conduct neighborhood level crime analysis.

Police Reporting Areas overlaid with Police Divisions
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Reviewing the overlay of police reporting areas to political boundaries demonstrate how difficult it is to integrate police boundaries to the communities, political boundaries, and other non-traditional areas.  A GIS allows one to overcome these difficulties by building relationships between disparate boundary files, or by updating boundary information, (Exhibit 6 reporting areas and council districts) allowing information to be presented in a meaningful form for the needs of the community.  This method of updating information to relevant community boundaries through GIS is also very cost effective because police departments can more effectively provide the public with information that meets their particular needs.  The process for updating this data will be described later.
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The concept of boundary integration can be carried even further.  Although police departments have relied on traditional police boundaries for a number of years, they can transition old boundaries into more useful aerial units through the use of census tract, block group, and block boundaries.  The census boundaries are divided into three different layers.  The smallest aerial unit documented by the U. S. Census is the census block.  These are very small geographical areas, which literally can be one city block.  For example, the City of Dallas has over 14,000 census blocks.  These block boundaries are joined together to create census block groups (approximately 1,000 in the City of Dallas).  Subsequently, these groups are joined together to create census tracts (310 full or partial tracts within the City of Dallas).  Each of these boundaries has population and demographic information attached to them, collected by the decennial census. 

Given the small size of the census blocks, they are very suitable for aggregation into traditional police boundaries.  This process enables police departments and citizens to conduct meaningful comparisons among different areas of town.  These comparisons, which would come from the census data captured within each block, could include crime per thousand persons and burglaries per 1,000 premises (See exhibit 7 for an example of joining census blocks together to create a new boundary).  Information on the age breakdown of the population living in a particular neighborhood, which would also be available, could help crime analysts and researchers to understand the relationship between the age distribution of the neighborhood and the incidence of crime.  Other factors that can be discovered through census data are the racial/ethnic breakdown of the neighborhoods, enabling analysts to determine if an area is homogeneous or made up of a variety of cultures.  This type of information is necessary for creating a good community-policing plan.  Linking census data into neighborhood boundaries is one of the most useful tools for transforming from traditional to community boundaries. 

Nevertheless, when conducting this type of analysis one must consider that there are literally thousands of folks that travel to and from various neighborhoods.  They travel because they work, shop, enjoy entertainment, and a variety of other reasons.  It is extremely important that this movement be included in any type of analysis that is being conducted.  Crime per 1,000 can change dramatically in a business district where there are more than 150,000 people who work during weekdays or in a neighborhood where 50,000 people shop at a mall.  The analysis should consider the change in daytime vs. nighttime or weekday versus weekend populations.  The same type of analysis should be considered when examining how many vehicles were broken into or stolen.

Census Blocks and Reporting Areas     Census Blocks and Orthodigital 
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Providing information that is relevant to the public can greatly improve a police department’s relationship with the community.  When citizens ask for data related to their crime watch or neighborhood they can obtain specific information within that geographic boundary.  As new neighborhoods are created, the data can be quickly altered to reflect their demographic composition, the existence of new crime watch groups, and so forth. 

The GIS increases the flexibility of providing dynamic information to a variety of individuals without creating a tremendous workload.  The GIS will help provide the responsiveness that is needed to gain public confidence and support.  This type of system truly changes the way one examines information.  With a GIS, a department can quickly update the relationship between any data and boundary that are included in the analysis.

Sample Parcel Boundaries
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Parcels are also very useful geographic units which can be used to analyze data.  A city or jurisdiction is made up of hundreds, sometimes thousands of parcels, each of which contains information on ownership and zoning.  The data captured within parcels can help determine the land use and commercial or residential density of a neighborhood.  In addition, it can be determined where vacant parcels are located.  These vacant pieces of land can be very useful when analyzing why certain areas of town have neighborhood maintenance problems.  Also, on occasion apartment complexes are considered to be below standards of a neighborhood.  In fact, these apartment complexes are like the cancer in a neighborhood.  There might be a number of code violations as well as a rampant crime problem.  Many times the owner of this type of property lives in another state and is not concerned with the conditions under which the residents must live.  With parcel information, it is easy to determine if these owners have more properties within your jurisdiction.  Assuming that they do, it is much more efficient to deal with all of their properties at once.  

Within the parcels, building “footprints” can be captured.  These “footprints” located within each parcel refer to the shape and size of the buildings and can be very valuable in relating crime data to specific premises within a community.  For instance, if you were to overlay auto related crime in the central business district in relation to the building footprints, you would probably see that offenses occurred either in parking garages or in parking lots that were distributed throughout the business district.  There are a number of reasons for looking at this relationship; however, the most important one would be to find a parking lot or garage where there are very few or no auto related offenses.  The key is to determine why and see if you can share successes with the lots and garages that are being plagued with crime.

Many jurisdictions zone the use of land within their jurisdiction.  Use of the land base is restricted to specific zones such as industrial, single family, multi-family, and so on.  Many times it is important to determine the types of crimes that are most prevalent in certain areas of town, as a result of this zoning.  Sometimes it is more important to understand when particular crimes occur in areas where they normally would not be found.  The analyst can better understand this anomaly with the use of zoning information.  Sometimes this can lead to developing a solution to the problem.  For example, seeing an increase in property crime in a neighborhood zoned single-family may have increased because of the introduction of multi-family housing or other businesses in the general area.  It is important to find out if this has influenced the spike in crime or if there is some other problem. 
DATA

Maps put data into perspective and boundaries help to organize and correlate data for analysis and distribution purposes; but, these functions are meaningless if the data provided is not accurate and timely.  Furthermore, only our resourcefulness, imagination, and skill limit the amount and type of data that can be used to improve our analysis.  Data can be categorized in a number of ways: police departments may look at data as internal or external, traditional police data or community data, or private and publicly produced information.  Any data element that might assist in better understanding the nature or source of a crime problem should be collected.  This data is typically structured in a textual format.

With a geographic information system one can convert textual/tabular information into a visual format.  This data is integrated with maps and boundaries, enabling one to see the data in a different perspective.  Rather than seeing the information in tables or columns, a GIS represents it spatially enabling one to correlate multiple data sets to examine potential relationships.  The relationship might be violent crime to drug activity, or open-air drug markets in proximity to vacant buildings.  A visual correlation helps to explain the root causes of specific crimes and allows us to prevent or address these problems more effectively.  Thus, crime mapping is a vital component to a proactive, problem solving approach to crime analysis and policing.

 “Geocoding” is the process of preparing data to be displayed on a map.  Transforming information from the existing tabular data into a format where it can be read in a map is sometimes difficult. Geocoding enables the GIS to relate the address in the individual records to the address on the map.  Sometimes this process is automatic and little effort is involved.  Converely, geocoding can be very tedious due to differences in street spellings in the tabular data from that which is on the map.  In fact, sometimes dozens of spellings exist for a particular street name.  Take for example, “Martin Luther King Jr. Blvd.”.  One can just imagine the multitude of combinations of spelling: MLK, M. L. King, Martin Luther King Blvd, and so forth.  Geocoding problems also arise when new street addresses are built but not updated in the map file.  Problems are also caused when the street ending or the block numbers are different between the data sets.  

Despite the number of pitfalls associated with geocoding there are also a number of methods available to make the process of geocoding much easier.  The first step to work with is to ensure data integrity when the data is entered into the system.  If one could get control over how data is entered electronically, the geocoding process can be greatly simplified.  For instance, in San Diego each of the street names are on a “pick list” enabling the street name entered to be picked from a list rather than typing it in.  A “pick list” insures that the streets are spelled consistently and thus geocoded properly.  Another option is to create a program that reads an “alias file”, which converts various markers or features into an address that is recognized by the map.  Street spellings and endings can be resolved through customizing a programs’ geocoding engine.  Once this problem has been overcome, it is much easier to conduct the analysis of data within the GIS.  

Another important aspect of displaying data on a map is that the data can be customized through the use of mapping software, allowing each of the dots on a map to hold any number of layers of information behind them, (See exhibit 9).  This information is stored in “fields”.  This enables one to create a custom query that might ask to look at only the offenses which are classified as robberies, in which the offender matched a specific description, the premises was a specific type of business, and the offenses occurred during the evening hours.  This type of query would produce a display representing the offenses that fell within this specific criteria; (the data captured behind each point has a row of information as shown in exhibit 10).  Therefore, one is only limited in their ability to examine the data by what information is collected.  In other words, rather than looking at all robberies, one would have the ability to filter for specific information.  For example, if you wanted to look at robberies that happened in a particular area of town, during a specific time frame, where the suspect fit a certain description, the victim had a specific profile, and the actions or method of operation of the assailant was very similar, this specific information could be displayed.  This is very powerful and will greatly assist us in better understanding the scope of a particular problem.


Sample Data Captured Under Each Symbol on the Map
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EXHIBIT 10

Once one places incidents on a map and has developed all of the queries that they deem necessary, the data can be displayed in a number of ways.  First, as exhibit 9 shows, you can place the crime based on some unique characteristic such as type of crime or type of call.  Other methods of displaying the data are dot density, dispersion of points, and hotspot analysis. 


Exhibit 11 demonstrates graduated symbols and point dispersion.  One selects the style that best illustrates or conveys the message to be delivered to the end user or individual who will be making a decision to act upon this data.  
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When placing information on a map one can exaggerate the impact of crime or other data by placing a large volume of crime that has occurred over a long period of time.  For instance, in exhibit 12 there is eight months of data on the map.  Also, the dots have been somewhat enlarged which gives a different perspective of the amount of crime which is actually on the map.  This type of information has very little analytic value.  At best the value of the map is to show that crime is well dispersed in this neighborhood.  Factors such as day of week, time of day, and method of operation would greatly enhance this map.

GIS Tools

Data can be examined in a number of ways once it is placed into a map.  One method is called thematic or chloropleth mapping.  Data is analyzed by a number of methods to create a comparison of incidents in one area compared to another.  Exhibit 13 shows a distribution of income across standard statistical community boundaries.  A similar map has been created looking at a number of community factors (Income level, head of household, language spoken, renting versus ownership, etc.) that were provided by the census bureau.  This helps in determining whether a neighborhood is above or below “average”.  Other types of thematic maps can be created by comparing the density of data points within a selected boundary or without boundary consideration.



Thematic maps are very helpful in analyzing large volumes of data.  If presented correctly they can give a quick overview of where problems exist.  The thematic map can be used in conjunction with multiple data sets.  This type of map can be integrated with specific point data such as economic data, social factors, crime, and other useful information.  These types of maps can help the reader see relationships between income levels and crime rates or other relationships that might help an analyst to better understand why an event or events have occurred.



Many times it makes sence to transform point data into a format that aggregates the location of problem areas.  For instance, if you wanted to see how crime was distributed across ones’ jurisdiction, you could convert the point data to a distribution based on graduated color.  In other words, the darker the color the more dense the aggregation of crime data.  This type of map provides a quick look at problem areas.  Exhibit 14 demonstrates the conversion from single point data to graduated color.  The crime data is directly linked to beats in this example and a distribution with five classifications is being presented.  The number of classifications are set by the user.

Another method that has proved to be extremely valuable for better understanding where crime is most prevalent is the density map.  It doesn’t matter if the data is calls, crime, outstanding warrants, or some other valuable information, this type of map shows you where the incidents are aggregated.  Exhibit 15 is an example of where a specific type of crime is occurring in a particular political district.  The map makes it quite apparent that problems are congregating in specific areas; however, there are several areas within this political boundary that require further analysis because there are many areas with dense occurrences of crime.  


Another valuable use of the density map is to determine change over time.  Exhibit 16 shows 911 drug-related calls for service for two different time periods on top (distributed by census tract).  The bottom map demonstrates the change that has occurred from one time period to another.  It is sometimes very difficult for our eyes to see this change.  The density function can evaluate the data and make the change quite clear.  This type of information can assist decision-makers in making quicker and better allocation of resources.



Looking at census data factors can assist communities in addressing community problems.  Community policing is a concept that goes beyond traditional police department functions.  It involves input from a variety of parties.  For instance, to solve community decay, there must be participation from code enforcement, fire enforcement, attorneys, the police department and a host of other community groups.  Working together these groups can undertake the process to improve a neighborhood.  This type of neighborhood map gives a visual representation of where problems exist.  When crime and other social maintenance problems are placed on a map, it shows density in the same areas where the neighborhood problems exist. 

The value of the individual components of a GIS is clear.  However, the real power of GIS comes from using the geographic tools.  Once data has been geocoded there are a variety of functions that allow a GIS user to get a wide range of useful information from a variety of data sets.  These range from location searches based on the area within a boundary, the area around a location, searches near a street or boundary segment, and a variety of other searches and analysis that one cannot easily conduct with tabular data.  These spatial searches can provide precise data with very little effort.  Exhibit 17 shows a search within a boundary as well as a radial search around a specific address.

Pennsylvania 5 Digit Zip Codes 



Radial Search


Other information systems are designed to capture data and relate it to a variety of designated boundaries.  This is an example of how tabular data can be linked to other geography.  However, GIS can perform the same function and can relate the data to any boundary even if the information was not captured in the original record.  This is a simple updating feature.  You create an additional field and the GIS updates which boundary the data point falls within.  This function is called a spatial join.  It looks at the point (data) and relates it to specific boundary information.  For instance, if you wanted to know which neighborhood each crime occurred in, this function would examine where the point fell on the map and update the name of the neighborhood.  Sometimes searches involve identifying events that occur within a certain distance of a particular road or street segment;  for example, finding all auto accidents that happened within 50’ of either side of a freeway.  Examining data based on geographic location or by feature can be a powerful tool.

These types of searches do not have to be conducted on a one by one basis.  For example, if one wanted to determine how many drug related arrests were made within a school or within 1,000 feet of a school, one could conduct a radial search for incidents which occurred around all schools or a subset of schools such as elementary schools.  Exhibit 18 

shows a 1000’ radius around schools.  This type of buffer enables one to capture all calls within these buffers.

There are other functions that can be conducted with GIS that would allow the use of multiple data sets and the use of statistical models to help make predictions or better decisions.  Without going into detail, it is not difficult to understand how analyzing 911 calls for service, crimes, arrests, and census data would give an analyst better insight into the peak times and locations for additional calls, crimes, or arrests.  With this information, an analyst could make valid recommendations as to where a mobile storefront should be deployed to optimize a reduction in crime related problems.  Many times police departments think that they already know where these locations are, but examining the data can present some surprises.  




It is quite clear that displaying data on a map can provide a more complete picture of what is occurring within ones’ jurisdiction, but the question remains, how does one better analyze the data they are viewing.  A GIS provides a number of tools for doing this type of analysis.  Furthermore, the GIS provides the user with the ability to export the data from the map, based on whatever criteria has been set and to conduct further analysis in other available software.  Exhibit 19 demonstrates the power of the query and gives an example of the type of data that can be examined within the GIS.  For instance, one may want to examine crime by time of day, watch, a premise type, a specific geography, or some other criteria.  The query builder allows you to conduct this type of analysis from the data-set.  The data on the map is dynamically linked to its’ point on the map.

Once the requested data has been obtained the data can be analyzed within the GIS by using the “Report Writer” that provides a number of canned reports based on all records within a table or reports of selected records.  This is a very powerful program.  An example of this type of analysis is demonstrated in exhibit 20.
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In addition, this same data can be exported to a number of other analytical programs.  One example is Microsoft Office.  Within MS Excel, charts, graphs and data analysis can be conducted.  The results of this type of analysis are demonstrated in exhibit 21.  There are additional options available in the various programs that you export the data to.
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GIS in practice: examples of the power of GIS for policing

Analyzing data by looking at specific information can make an analyst more productive in problem solving.  As a practical example, let us review a very simple application that put an end to the terror caused by a serial rapist in Dallas in 1996.   The scenario involved a suspect entering apartments and sexually assaulting women at night.  These offenses took place over a couple of months.  Finally, the lieutenant in charge of the investigation asked for the recent prisoner releases (parolees) from the Texas Department of Corrections.  The Dallas Police Department had electronic tabular data of prisoner releases and a description of the suspect.  This provided an efficient method for comparing the descriptions of the parolees with the description of the offender.  

One way to handle this analysis would have been to map the residential address of the prison releases that fit the description of the suspect and to compare them to the proximity of the offense locations.  This seems like a lot of work, but can be an effective method of making comparisons.  Nevertheless, it was discovered that this analysis was not necessary.  After reviewing the addresses of the released prisoners it was determined that one parolee lived in the apartment complex where one of the offenses occurred and he had been released from prison just prior to the offenses having begun.  This was a curious situation, and of course it did not mean that this person was guilty of the crimes.  However, further analysis discovered that the individual had pawned property from two of the victims of the sexual assaults.  After the arrest was made, it occurred to the analyst that this analysis did not require mapping or any other software to catch this offender.  All that was required was the linking of two data sets.  Unfortunately, catching criminals is not always this easy.  Nevertheless, it is important that we not overlook the obvious.  

A parallel to the previously mentioned crime spree would involve auto theft.  Although the crime of sexual assault is much more serious, it is important to point out that the same logic used to catch the rapist could be used to catch an auto thief.  For instance, if one were to map the locations of stolen vehicles, where they were recovered, and where known offenders of auto theft lived, it would be easier to concentrate on a list of possible suspects.  First, the analyst would get a better understanding of the relationship between where vehicles were stolen and where they were recovered.  In addition, experience has shown that criminals have a tendency to discard cars near other stolen cars or within walking distance of their home.  Of course, one would also have to consider the impact of public transportation.  Therefore, it is probable that recovering stolen cars in a particular neighborhood would correlate with a known offender living in that same neighborhood.  This would be a good place to begin in developing a short list of probable suspects.

It is not difficult to see how a Geographic Information System has many more applications than just looking at incidents of crime on a map.  The system can update information, and most importantly, the GIS can greatly enhance decision-making.  The GIS allows the layering of multiple data sets that can show relationships that previously might have been overlooked.
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On occasion you need to explain a complicated situation.  For example, let’s say a development has transpired and your responsibility is to put the data into a perspective that makes sense to a large group of individuals.  In Exhibit 22, the map indicates a highlighted area depicting an overflow of water from a usually docile creek.  This incident occurred in Dallas in 1994 when over 10 inches of rain fell in a concentrated area during a short period of time.  Many areas of downtown Dallas were flooded and many problems arose.  This particular map was created because an entire family, while driving in their car, had been washed from the street into the creek.  Relatives of the victims complained that when both the police and fire units arrived, they stayed a very short time and drove away.  This created a public relations nightmare.  City workers were being accused of not properly responding to the needs of citizens.  The city had a responsibility to investigate and determine what had really happened.  The information gathered from radio traffic and mobile digital terminals (MDT) mounted in police cars and fire trucks indicated that the police and fire department arrived at the scene in a timely manner.  Furthermore, that they immediately left the point where the car entered the stream and traveled down stream to locate the car which had been washed away by the water.  The map indicates each of the stops that were made by the police and fire during this attempted rescue.  The information captured in the map showed that the public safety workers had done a good job of tracking the vehicle and in making an attempt to save the lives of the victims.  Under the conditions that existed, they had done an excellent job.  This type of analysis helped to restore public confidence in police and fire rescue efforts, where otherwise it could have resulted in a serious embarrassment.  

Linking pictures, markers, accident reconstruction, crime scene photographs, etc. to a fixed location is very easy to do with a geographic information system.  This type of technology gives a spatial relationship to a specific event.  Exhibit 23 shows examples of crime scene photographs that are linked to a specific address.  



Another type of analysis that can be conducted is to reconstruct a crime spree.  This type of map is very useful to a prosecutor when trying to explain a chain of events or a continuing crime spree that a suspect or suspects may have committed.  Specific locations such as where the original offense occurred or where they assaulted the victim are extremely important when showing time, duration and intent.  An example of this type of map is in exhibit 24.



There are countless other applications that can be conducted within a GIS.  For instance, there are many offenses where physical evidence is collected and can be used to correlate a crime spree.  When a crime occurs and latent fingerprints are collected, the offenses with similar fingerprints can be placed on a map to see if there is any type of spatial pattern.  This type of analysis is effective both before and after an arrest has been made.  Before the arrest you could be looking for the pattern.  Examination after the arrest is made is one way to associate crime patterns with known offenders.  In other words, if an offender breaks into 20-30 cars over a period of time, then it is likely that they will do this same type of crime again in the near future when they are freed from jail.  Having a record of previous crime sprees will assist one in finding known offenders to associate future crimes.  Exhibit 25 is an example of this type of analysis.  



Linking GIS to other Technologies such as Global Positioning Systems (GPS)

Another major use of the GIS involves satellite technology.  With the use of a Global Positioning System (GPS) one can analyze real-time data to make better decisions. There are more and more examples of this use each day.  The use of GPS for routing can greatly enhance efficiency.  Although these systems are being sold commercially, many individuals are still unaware of this potential use.  This example offers a number of uses.  The routing system is best known for examining where an entity is presently located and where the destination point will be.  The system then highlights the best route to take.  This system will also vocalize the directions.  (“You are on Main St., turn right on 1st, ...”).  The system will also display the actual route that one took, the travel time, etc.  

A second use involves dispatching.  Consider the concept of your city laying on a piece of graph paper.  The X and Y coordinates represent locations.  In a dispatch system, there are a number of entities within the city, moving about, conducting business.  When a new event is introduced into the system, the computer calculates which units are available and which are closest to the location that needs service.  The system then suggests a list of possibilities to the dispatcher.  While this works well when all entities are equal, consideration for the number of officers, their gender, their language skills, etc. must also be programmed into the system.  

Tracking police vehicles can vastly improve efficiency and accountability.  Being able to evaluate the location of police vehicles over the course of a shift in a matter of minutes can be invaluable.  This can give management the ability to examine the type of routine patrol that is conducted as well as how this patrol relates to violent crimes that have occurred in close proximity to their movements.  Technology such as this gives a much clearer picture of what is transpiring in a jurisdiction.

A third example involves the tracking of people or items.  There are a number of examples of property that is monitored using GPS technology.  One specific example would be the LoJack System that is a nationally based system that tracks stolen vehicles.  LoJack provides police departments with equipment that alerts them to the fact that a stolen car is in the vicinity of their location.  The system further identifies the stolen car and provides the NCIC number for confirmation.  

A fourth example involves mass searches that are conducted to find a lost child or to look for a suspect.  Usually, the searchers meet at a command post and determine how wide the search area will be.  The searchers are each given an assignment and they begin their search.  After a period of time the searchers return to the command post and the progress of their search is evaluated.  With a GIS these procedures can be greatly improved.  For instance, once the search area has been established, the GIS can search the area and pull out the street segments.  The data can be placed in a textual format which would then allow searchers to not only visualize their search area on a map, but they would also have a list of street segments to search.  Even this approach is inefficient.  A GIS can add still more information to this type of situation.  Giving each of the searchers a hand held Global Positioning System (GPS) Device will do this.  This device can record the location of each searcher by latitude and longitude coordinates.  These locations can be plotted at many time intervals (every 30 seconds, every minute, etc.).  If the system captured their location in 30-second intervals, the GIS could play back the location of each searcher to determine if the search actually covered all needed areas.  This process can greatly enhance the probability of finding someone.  Each of these examples demonstrates how GIS and GPS technologies can greatly enhance public safety.
Planning for your GIS

Getting Started

Many times the first question asked when considering the purchase of a GIS is: which system should I purchase?  The person asking the question has already assumed that circumstances are equal for everyone, yet nothing could be further from the truth.  There are a number of steps one must take before purchasing GIS software.  Some of the issues are related to the software itself, while others are more related to system integration.  Therefore, when searching for the perfect GIS for your needs, keep in mind how this software will fit with other users in the area, your other software, hardware, networking system, and training.  

You must ask yourself why do you want a GIS?  Are you interested in displaying traditional criminal justice data such as calls for service, crimes, arrests, and parolees, or do you want to integrate this data with community and other statistical data?  Once you have a clear picture of what you want to do, you must determine where you will obtain the data you want to integrate with your GIS.  

Many agencies have collected data in a “personal computer format”.  This makes the use of this data in a GIS much easier.  The remaining question is whether or not to use all “fields” of information that are collected when a 911 call is taken, an offense is made, an arrest is made, and so forth.  Often information is collected or recorded for purposes other than analysis.  This type of information is not necessary for GIS analysis.  On the other hand, other agencies collect and store their data on a mainframe computer.  To assume that you will be able to pull data directly from a Computer Aided Dispatch (CAD) system or another mainframe system, without assistance from your information services personnel, is a big mistake.  First, mainframe systems are very complicated.  Data is stored in a number of formats and it is not always a straight forward process of downloading data directly into a personal computer to be integrated with a GIS.  Once the conversion process is determined, the fields that will be used are identified, then the data is available for use in  your personal computer.  This process requires planning and should be carefully examined.

Another important issue related to extracting data from another system involves changing or adding fields in the original system.  When this data is transferred from a mainframe system to a personal computer system, the conversion process looks for particular information that is stored in a specified location.  Therefore if the structure changes, incorrect data will be transferred.  To overcome this problem, the end user must coordinate with the mainframe programmers to be involved in any process where there is a change in the structure of the data.  Unless this type of procedure is followed, one could find oneself with faulty data.  Data is transferred in a particular format.  If the format changes and a user does not take this into account, the individual fields may contain invalid data.  

Once you have determined the sources of your data, the next step is to determine the compatibility of your data with the GIS you wish to purchase.  Most GIS will read a variety of electronic data; i.e.: ASCII, spreadsheet, Dbase, Access, and more,  but you need to ensure compatibility.  The compatibility issue involves the structure of mainframe data that will be converted into a format that is readable within the desktop mapping software.  Secondly, you should determine what your City, County, or State Planning Department is doing with GIS, if they are using a particular type of GIS, it might be in your best interest to take advantage of their system.   Universities in the area can also be a great resource.  Geography, Social Science and sometimes Criminal Justice Departments often have excellent GIS resources that they may be willing to share.  They also may have students who can help you get started.  The point is that you do not have to start from scratch; let others with experience help you in developing a successful GIS.  This makes the process more economical.

Another consideration in selecting the GIS software appropriate for your agency is to look at vender demonstrations.  Do not be swayed into purchasing GIS components, based solely on the vender who shows the most attractive maps.  Make sure that you see a number of demonstrations, that you keep an open mind and that you work with a vender who will help you to integrate your data, boundaries, and maps into an application that will analyze the information that allows managers to make better decisions.  

Getting started with GIS involves more than just deciding on the appropriate software.  A number of issues are important to consider when you begin using computerized systems.   They involve planning, procedures and implementation, maintenance, feedback and flexibility.  In addition, several issues that do not directly involve GIS, but will impact the utility of this type of  program are important to keep in mind.  For instance, many “off the shelf” GIS softwares will accomplish the required analysis.  Don’t be tied to a customized system that will only work in your agency.  You will eventually want to share data with other entities.  In addition, “off the shelf” softwares will be cheaper than unique custom made softwares. 

Rule  #1

Design your software before buying your hardware.  Do not let the hardware restrict your software.  You probably have a specific application in mind for the GIS, but in most cases this application will be expanded as new needs arise, so one should anticipate future applications during the planning stage.  

There are some recommended stages in the implementation of software programs.  First, one should consider communicating the plan to the users.  This plan should include how the implementation and the training of employees will be undertaken.  Keeping employees informed about implementation issues reduces tension.  Remember, facts are usually better than rumors.  Demonstrate to the users what the benefits of the new procedures will be.  If the implementation process is behind schedule, it is imperative that the reasons are communicated to the users.  Other important issues involve listening to the concerns of the users.  Conduct focus groups.  Explain to the users what the goal of the implementation will be.  Listen to their feedback and if they offer good suggestions, try to implement them or at least explain why you cannot or feel you should not.  This process will reduce anxiety about new ideas or concepts.  Reassure the user that they will be given adequate training.  Tell them what the anticipated gains will be.  Keep the lines of communication open.
Consideration should be given to the upkeep of hardware and software.  Hardware should have a regular maintenance schedule.  The equipment needs to be taken care of like an automobile or any other machine does.  This maintenance will prolong the life of the hardware and improve its performance.  It is recommended that the software be installed the same for all users.  If all of the directories are the same maintenance of the software will become easier.  It will also be easier to identify and correct problems.

Software occasionally needs to be upgraded.  This upgrade does not have to occur each time a software manufacturer announces their latest upgrade.  However, if the upgrade involves a change that makes your job easier, it may be appropriate for purchase.  Many users fail to investigate many of the potential uses of software.  Moreover, there usually is no plan to teach users how to take advantage of these upgrades.  A small amount of training can boost productivity a great deal.

Other software issues involve the dissemination or management of programs.  How will software programs be accessed?  Will stand alone systems be purchased?  Will the software be on a network and be shared by multiple users.  Loading software on a network can save a great deal of money.  For instance, if there are 50 users, it may only be necessary to purchase 30 copies of the software.  The network counts the number of software programs in use and, once the number reaches 30, no one else can access the software until another user closes out their use of the software.  Another alternative is to load software on each of the computers.  Letting the end-users use the software both at work and at home can inspire them to learn the software faster and become more efficient at work.

Rule #2

Include all users in the planning process.  Survey analysts, talk to management, put the plan in writing, and circulate the plan for feedback and revisions.  Make sure that if you ask the users for their input, listen to what they say and make changes if they are appropriate.  The worst thing that can be done is to solicit input on an issue when you have no intention or capability of changing the original plan.  It would be far better to tell the users that their input is important; but that changes cannot be made “at this time” for whatever reason.

Rule #3
Outlining the responsibilities of each of the participants is important.  The contract with the vender should specify who is responsible for what activities.  For instance, outline what your agency is responsible for doing, what other city, county, or other governmental agencies will do, and specify what the consultant will do.  The consultant contract should include the guarantee, costs for changes that are both minor and major in scope, and what will happen to the program rights if the company goes under or sells to someone else.  If you do not follow these guidelines, you will soon find yourself with an outdated program that you are unable to change.  Investigate your consultant.  Find out who else has used them and what their experience was like.  Remember, you will have to work with the vender under the terms of the contract that is developed and signed.  Understanding that contract can make the process much easier.
Rule #4

The security of the system is important.  However, it is important to point out that much of the data that is collected by the members of the criminal justice field are subject to “Freedom of Information” and therefore it is not nearly as important to protect this data as has been the case in the past.  Sensitive data collected during an ongoing investigation should be secured.  You must examine your data and make these determinations.

Other issues to be considered are how the data will be transferred to the main storage device.  The possibilities range from networking, modem, or “sneakernet”- hand walking a disk with the data to the main storage device and uploading it.  An issue as simple as printing is often overlooked.  The issue of where and when users print is important.  This skirts the issue of file sharing, licensing nodes, and sharing peripherals.  Many individuals can share a printer or plotter.  

If the system is set up as a laptop in the car, the entire system should be integrated.  This means that not only should you be on a networked system sharing programs and peripherals, but you should also use the laptop to perform functions such as receiving information from your regional and state systems as well as the National Crime Information Center (NCIC).  Other mainframe functions should be integrated into the system.  This one piece of hardware should perform all needed information flow.

Another major issue involves the editing or updating of records.  It is important to determine which users have rights to specific functions and to document when information changes have occurred.  There also needs to be scheduled backups and maintenance of the system.  The maintenance of the system is a broad issue.  One of the most important issues is which programs will be on the system and who will have the responsibility and authority to add, remove, or update programs.  By restricting what programs may be added to the system, one can reduce the likelihood of users pirating software and infecting the system with computer viruses.  

In addition to maintenance of the software is maintenance of the hardware.  There are a number of issues related to hardware.  First, the systems become outdated and need to be changed.  Parts to the computer are needed to change out components.  There is also a need to consider how this hardware will be repaired when damaged due to accidents.  There is usually some sensitive data on the system.  Therefore, it is imperative that you conduct the repairs internally or find a repair person that has been thoroughly investigated and is of good moral character.  It is recommended that all systems be set up similarly.  This makes maintenance and repair much easier.  Unfortunately, many times a system breaks after hours, rather than between 8:00 AM -5:00 PM when the repair person is available.  This means that whether you repair machines internally or through a vender, you still must decide if there will be any after hour repairs.  This is important because you may realize that it is in your organizations best interest to only do repairs during normal business hours, unless there is a systems failure which affects everyone.  This type of failure would require immediate action.  

A similar issue involves the experience of individual employees.  When an organization has only one employee with the experience to use or continue developing a particular system (such as a GIS), consider what will happen when they leave.  Unfortunately, many organizations do not realize this and do not diversify training.  The more individuals that are familiar with the systems, the more the organization has insulated itself from relying on one individual or one vender.  Diversification and increased internal support will make your system less vulnerable.  The overall plan must consider whether you wish to teach individuals how to use the full version of their GIS or a limited and somewhat less complicated customized version of the software.  Each time new employees are hired you must consider their training needs.  Training should be required when new versions of software are purchased.  This helps the user to get more out of the product.  This is more efficient than letting them learn on their own.  Listen to the users.  If they are telling you that their hardware is insufficient to run the software they are using, find out why.  This will improve their productivity.  Listening to the users and acting upon their requests will help to make the integration of technology and employees much better.

One must remember that they had a particular application in mind when they began the procurement process.  That application should be completely developed before the hardware is purchased.  This will insure that the hardware will be compatible with the software.  Furthermore, a plan for training the users should be in place and a maintenance program should be developed.  With a proper plan, implementation, maintenance, and feedback the computer can become one of the most effective tools for the Criminal Justice System.        
When you plan for your GIS system, you will want to consider options such as whether the end user will be in an office or a police car.  Will data entry be linked to your GIS and how will your information system be distributed.  You will want to consider whether each user will have their own computer or will the computer be assigned to a car or office.  Using a docking station which is removable from either the office or the car is also an option to consider.  

There are larger issues, which get to the heart of an integrated system.  What are the potential uses of this technology?  Will the system be used for crime analysis, staffing allocation, or in conjunction with off the shelf products.  Other considerations involve where the data will be displayed.  Will there be presentations to the community?  Will investigative field notes be collected?  Will the computers and software be used for surveillance, etc.?  

Conclusions

GIS can be a great tool.  This software must be carefully selected based what you need and want it to do.  The software must be integrated with other software packages, hardware (either in the office, the car, or both) and the network of information dissemination and file sharing.

It is very important to remember to look at a variety of options (both different softwares and venders) to determine which GIS would be best for you and/or your organization.  Keep in mind that your decision should be guided by what software is being utilized by other users both within your agency and at other entities such as universities and city planning departments.

Make sure that when you purchase your GIS you consider where your map will come from (Planning department, University, TIGER files from the Census Bureau or other source), where you will obtain your boundaries, and how you will integrate this data within your system.  A GIS is only a tool for analysis.  The end-user must be the interpreter of the data that will be analyzed.  This interpretation should assist managers in making better decisions.  Push yourself to learn the system.  It will help you to build your career.
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